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»Moving to an Enterprise

»Implementation Focus — Top 5

> Conclusions

»Questions & Thoughts
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Network Objectives

Operationalize LandWarNet to
=& enable global warfighting
g capabilit

= ». Dramatically improve Network
. Defense posture

:#* Realize Economies and
£3 Efficiencies while improving

Effectiveness
B~ - Enable Army Interoperability
y=%% and Collaboration with
; mission partners

s,
e

Army Enterprise Outcomes

Transparency in IT Spending
True Enterprise ldentity Management
Visibility of What’s Connected to the Network

Improved Security Against Insider & External
Threats

Significantly Improved User Experience
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Global Defense Network
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DSTa Centere ; ) . & Transport
- = E’D Army Cyber : : :
-EE e - Operations and 6 ’ A
- Integration Center e A \

Teleport/STEP S/
Enterprise E-Mail IS, Fixed Regional ,’/,’
<« Enterprise Directory Services a =) Hub Node ,f//',,,’/

IT Asset Mgt (ITAM)
Enterprise Collaboration

Deployed-Tactical
At Post/Camp/Statjop . _ Network

JTF = Joint Task Force

ESB = Expeditionary
Signal Brigade

NEC = Network

Enterprise Center

s

CyberCenters

Installation

5 ;__.-'
Processing
¢ ﬁ& Node (IPN) \

A
| Migrating Appropriate Applications and Data From I
Post/Camp/Station to DoD Provided Private Cloud
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* Army Request for Information Technology (ARFIT)
* Transforms the Way Army Procures IT - Achieves Transparency in IT Spending
* Multilevel Business Operating Model that Integrates IT Procurement
Requirements into a Single Process Implemented Uniformly Across the Army
* Assigns Gate-Keepers (Enforcers): AMC (Contracting Offices),
ASA(ALT) (PMs), ASA(FM&C) (Resource Managers), and ARCYBER
(Network Managers)
* Applies Tiered Accountability
* Management Tool that Provides Actionable Visibility & Analysis of the Army’s IT
Expenditures
* Implementation Way Ahead:
* Jointly Sponsored by OBT & CIO/G-6 - Replaces AKM Goal 1 Waiver
* Phased Implementation with Phase | (I0OC) to begin 1 May 2011
* Pending Approval by SA & CSA

| Increased Transparency of IT Spending & Consistent Enforcement of IT Policy I
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* Compelling Business Case - Moving to DoD Cloud Improves:

* Efficiency - Lowers Costs by 60%, Saving ~ S500M Between FY12 and FY17
 Effectiveness - Enables Global Address List and Enterprise Calendar Sharing

* Security - Centralization Increases Security by Decreasing Administrative
Vulnerabilities and Allowing Access from any CAC-Enabled System

* Migrated ~2,000 Users From CIO/G-6, ITA, 9t SC(A), 7t SC, and RDECOM

* Migration TTPs Working Well, GAL Data Improving, EE is Forcing Better
ITAM

* Implementation:

Resolve Outstanding Issues & Complete Migration Team Training (Mid Apr 11)
Gradually Increase Migration thru Apr 11 to 26K and May 11 to 50K
Continue Steady-State Migration of 120-150K per Month

HQDA Migration - Mid-Apr 11; Decision Point - 1 Jun 11 with Full Migration on
Track for Dec 11

Finalize Security Solution for Migration of Email Users without Government
Furnished Equipment (Nov 11)

Migration Experience is Improving. This is Week 5 for Me & I’'m on Cruise Control.
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* DoD Directory Services Provisioned from the DoD Cloud

* 3.9M DoD PKI Credentials Registered in the Cloud
* Global Address List Enables Information Sharing Across DoD
* Authentication Service Supports Direct CAC Authentication & Connection

* Capabilities:

* Provides an Enterprise Service that Can Synchronize all Account Sata in DoD
Forests

* Provides an Enterprise Active Directory Forest for Access Control and Global
Address List (GAL) for Enterprise Email (and Prepared to Support Enterprise
SharePoint)

* Preparing to Support Enterprise Application Authentication via WS-Federation
and SAML Assertions

Users Can Use Their CAC PKI Credentials to Access Applications
Anywhere in the DoD Network
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* Established Program Management Office at CIO/G-6

* Software Engineering Center (SEC) to Manage Application Migration

* Developing Standard Business Practices for Application Software
Migration
* Application Portfolio Management Process
* Describe Operating Environment
* Virtualizations
* |A Accreditation

* Implementation:

° In FY11, 16 Data Centers Close as Part of BRAC with an Additional 11 Closures
* In FY12, 41 Data Center Closures Currently Planned

* By FY15, Over 200 Army Data Centers Will be Closed — Over a 75% Reduction

Intent is to Leverage DISA & Commercial Capabilities to Establish Strategic
Computing Environment and Stop Building Army Data Centers
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* Business Processes ITAM Supports

* Enterprise Licensing Agreements
* Army Data Center Consolidation — Application Migration
* Cyber/IA

= Vulnerability Management

= Continuous Monitoring & Reporting

* Implementation:

* |dentify Hosting Site and Funding for Initial Phase of
Implementation

* Army Tier O aggregation point on SIPRNET
* Complete Business Case Analysis to Support POM 13-17

| Critical Enabler for IT Transparency and Network Security I
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Dbjective Architecture:

e i e R N Y

NIPRNet SIPRNet
(Tier 1 — Data Extraction) (Tier 0 — Data Exposure & Composition)
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Interface Interface
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* Similar Business Case for Enterprise Email — Improves
* Efficiency — Already Provisioned in Enterprise Licensing Agreement
 Effectiveness — Improves Collaboration Across the Enterprise
* Security - Centralization Increases Security by Moving to the Cloud

* Microsoft Enterprise Licensing Agreement not Optimally Utilized

* ELA Capability Already Paid For
* Hardware Upgrades not Funded

* Establish an Enterprise capability for Collaboration, Content
Management, Records Management, and Business Process

Management

* Implementation:

* In FY11, Complete Business Case to Support POM 13-17 to Fund a DISA
Hosted Collaboration Environment

* Conduct Unified Communications Interoperability Pilots

| Enterprise Collaboration is the Next DoD Enterprise Service I
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* Architecture Published by Army Acquisition Executive and CIO/G-6
on 20 October 2010; URL is | http://ciog6.army.mil/ToBeArchitecture.aspx

* Consists of Six (Potentially Seven) Computing Environments (CEs)

1. Strategic - Data Center/Cloud =2 ADCC
2. Command Post

3. Mounted

4. Mobile

5. Sensor

6. Real-Time

7. (Pending) Generating Force

* Implementation Activities:

* ASA (AL&T) Developing Implementation Plan to be Published in
June 2011

* Focus is on: Strategic, Command Post, and Mobile CEs
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* @ — Enterprise to TOC/Command Post: Access Between Army
Tactical Forces and the-Army Enterprise;-Also an Interface with
COCOM'’s, Mission Partners or the Joint Enterprise

* @ — Enterprise/Command Post to Platform/Solider/Sensor: Access
Between Fixed, Stable Network at CP to Individual Platforms,
Soldiers, Sensors Typically Over a Disadvantaged Network Link

*.© — Enterprise/Command Post to Soldier: Access Between Fixed,
Somewhat Stable Network at Command Post to Individual Soldiers
Where Network Supports Commercial Protocols

* @ — Platform/Soldier to Sensor: Access Between a

Platform/Solider and a Sensor; Both Can be on the Move
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@ Enterprise Approach...improving user experiences &
gaining efficiencies through best practices

@ Shared Situational Awareness
...Bottom Line for the Joint Warfighter

Let us Know How We are Doing - Email us at: CIO.GG@US.ARMY.ML
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