PRIVACY IMPACT ASSESSMENT (PIA)
For the

Aviation and Missile RDEC Unclassified LAN Infrastructure (AMRULI)

Aviation and Missile Research, Development, and Engineering Center

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[] (1) Yes, from members of the general public.

(2) Yes, from Federal personnel* and/or Federal contractors.
[1 (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
]

(4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

b. If "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If"Yes,” then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[
24
[

New DoD Information System ] New Electronic Collection

Existing DoD Information System ] Existing Electronic Collection

Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

2
[l
[l

Yes, DITPR Enter DITPR System |dentification Number |3849 / DA60213

Yes, SIPRNET Enter SIPRNET Identification Number

No

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-117?

[

If "Yes," enter UPI

Yes No

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

24

If "Yes," enter Privacy Act SORN Identifier OPM/GOVT-1, General Perscnnel Records; OR A0690-200 DA

Date of submission for approval to Defense Privacy Office

Yes [l No

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  hitp:/Aivww. defenselink. mil/privacy/notices/

or

Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

] Yes

Enter OMB Control Number

Enter Expiration Date

< No

f. Authority to collect information. A Federal law, Executive Order of the President (EQ), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PIl. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“intemal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

OPM/GCVT-1, General Perscnnel Records; OR A0590-200 DAPE, Dept of Army Civilian Personnel
Systems

OR

A0B90-200 DAPE: 5 U.8.C 301, Departmental Regulations; 10 U.S.C. 3013, Secretary of the Army;
Army Regulation 690-200, General Personnel Provisions, and E.O. 9397 (SSN).
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d. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

SYSTEM: Benefits are this enclave provides Research, Development, Test and Evaluation (RDT&E)
capability supporting approximately 5000 military, government civilian and contract personnel assigned to or
supporting the Aviation and Missile Research, Development and Engineering Center (AMRDEC) located
primarily at the Redstone Arsenal, Huntsville, AL. The AMRDEC Mission is to plan, manage and conduct
research, exploratory and advanced development, and provide one-stop life cycle engineering, technical,
and scientific support for aviation and missile weapon systems and their support systems, UAV platforms,

robotic ground vehicles, and all other assigned systems, programs and projects. NO ADDITIONAL
CAPABILITIES

(2) Briefly describe the privacy risks associated with the PII collected and how these risks are
addressed to safeguard privacy.

The security risk associated with maintaining Pll in an electronic environment has been identified and mitigated
through administrative, technical, and physical safeguards as well as with pelicy and procedures for handling, using,
maintaining Pll and training for authorized users of Pll data. Due to the stringent safeguards and access
requirements, the system and data are secure and it is unlikely that the data would be compromised or provided to
any unauthorized individuals or agencies.

h. With whom will the Pll be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Component.

Specify. Aviation and Missile Research, Development, and Engineering Center
authorized users. This is an AMRDEC internal use only system and as such
data is shared with authorized users who have a need to know the data in
order to perform personnel services within the organization. Information is
available to authorized users with a need to know in order to perform official
government duties. Internal DOD agencies that would obtain access to Pll in
this system, on request in support of an authorized investigation or audit, may
include DOD 15, DCIS, Army Staff Principals in the chain of command, DAIG,
AAA, USACIDC, INSCOM, and ASA FM&C. In addition, the DOD blanket
routine used apply to this system.

[< ©Other DoD Components.

Specify. In order to correct or update an employee's personnel information, AMRDEC
may potentially share Pll with other DOD agency Staff Principals.

[<| Other Federal Agencies.

Specify. In order to correct or update an employee's personnel information, ICIS may
potentially share Pll with other Federal agencies.
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[[] State and Local Agencies.

Specify.

<] Contractor (Enter name and describe the language in the contract that safeguards PII.)

Specify. Multiple contractors support AMRDEC and their personnel have access to the
AMRULI. There is no blanket statement in the contract that safeguards PII. All
contractors are required to follow AR 25-2

[] ©Other (e.g, commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to object to the collection of their PIl?

Yes [l No

(1) If "Yes," describe method by which individuals can object to the collection of PII.

Some employee personal data must be collected directly and immediately from individuals when they in-
process into AMRDEC. For collection of this data, employees are provided a Privacy Act Statement on
AMRDEC Form 690-R-E which tells them why the data is needed, how the data will be used, and any
possible consequences of not providing the data, thus employees do have the opportunity to object to
collection of their PIl. However after in-processing, other personally identifiable information data is populated
into ICIS from DOD/Army interfaces with systems outside of AMRDEC, such as SOMARDS (financial),
DCPDS (personnel), TIPS (training), PCMS (government credit card), ATAAPS (timecard/labor information),
DTS (travel system). Individuals implicitly consent to capture and use of that information at the time of
employment in the Department of the Army.

(2) If "No," state the reason why individuals cannot object.

j- Do individuals have the opportunity to consent to the specific uses of their PII?

Yes [] No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

For Pll data collected from employees during AMRDEC in-processing, employees are told how their Pl will
be used in the Privacy Act Statement on AMRDEC Form 620-R-E. For PIl downloaded into ICIS from other
Army information systems, individuals implicitly consent to capture and use of that information at the time of
employment in the Department of the Army, at which time they are provided a Privacy Act Statement/
Advisory when the data was collected for each of those Army information systems and that Privacy Act
Statement/Advisory would define the specific uses of the Pl collected.
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(2) If "No," state the reason why individuals cannot give or withhold their consent.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that

apply.
<] Privacy Act Statement <] Privacy Advisory
[[] Other None
Describe |Some Privacy Data is obtained via downloads from other DOD/Army information systems and Privacy
each Act Statements or Privacy Advisories are provided to individuals when they provide personal data to
applicable |those systems. For personal data collected directly from individuals when in-processing into
format. AMRDEC, a Privacy Act Statement is provided on AMRDEC Form 690-R-E; a Privacy Act Statement

is provided on the SAM Form 1116, 1 Aug 88 Personnel |ldentification Badge Request. If the personal
data is collected verbally from an individual, then the individual is read a Privacy Act Advisory which
tells them why the data is needed, how it will be used, and whether providing the information
requested is voluntary or mandatory as well as possible consequences if the data is not provided.
Privacy Data is only used when absolutely necessary to interface with other DOD/Army information
systems. Policies and procedures are in place for safe handling and maintaining privacy data.
Access to this data is restricted via the JPAS system and ICIS application and requires each JPAS/
ICIS user having access to privacy data to have limits on their access to the privacy data.

The following statement is on the AMRDEC Form 690-R-E:

PRIVACY ACT STATEMENT

The information you provide to the AMRDEC Integrated Center Information System (ICIS) is covered
by the Privacy Act of 1974 (Public Law 92-549). This notice informs you of the purposes and routine
uses of this information. For specific questions regarding your personal information, please contact
the AMRDEC Human Resources Office.

Authorities: 5 USC 301, Departmental Regulations; 10 USC 3013, Secretary of the Army; Army
Regulation 620-200, General Personnel Provisions; and E.O. 9397 (SSN). Principal Purposes: The
privacy information collected and input into ICIS consolidates employee personal information into one
local, readily available system for use by the AMRDEC Human Resources Office and directorate HR
personnel. Employee personal information in this system is also used to compile reports and
statistical analyses of civilian employee work force strength trends, accounting, and composition.
Information is also used in the event of an emergency or death of an employee to provide notification
to the emergency contact.

Routine Uses: Disclosures generally permitted under 5 USC 552a(b) of the Privacy Act. The DoD
'‘Blanket Routine Uses' set forth at the beginning of the Army's compilation of systems of records
notices apply to this system. Disclosure: Voluntary. However, failure to provide required information
may result in delays in processing personnel related actions regarding pay, benefits, etc. while
awaiting receipt of/download of requested information from other Army/DOD/OPM automated
information systems.

From the ICIS sign on screen the user sees the following security and privacy statement:

"YOU ARE ACCESSING A U.S. GOVERNMENT (USG) INFORMATION SYSTEM (18) THAT IS
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