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Brigade S6 / Division G6 Challenges 

Integration 
•Systems 

•Organizations  

S6 Education/Preparation 
Manning 

Primary Sources Used For This Briefing: 
 AARs from OEF VIII thru XI 
 Personal Deployment Experience From 4 Rotations (Co CDR, BDE S6, G6 Ops, 

D/CJ6) 
 Feedback From 1CAV G6 & 82ABN G6 – Currently Deployed in OEF 
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Integration 

Systems:  
•CJOA-Unique Equipment and Software 
•Past C4I Fielding Efforts Did not Include DOTMLPF 

Organizations: 
•COMM-I and COMM-P Relationships in Theater 
•Higher Level Support Organizations 
•Collaboration and Training with NEC 

  Recommendations:  
• NIE 
• Train Integration 
• Direct COMM-I in an Order 
• Leverage NEC/S6 

Relationship at “Home” 
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Education 

BRIGADE S6 COURSE 
1 Day Administration 
4 Days  MDMP and Planning Tools  
1 Day  Spectrum Management and EW 
1/2 Day  Antenna Theory 
1/2 Day  S6 Management  
3 Days VHF-FM, DAGR, SKL 
3 Days HF and ALE Planning (AN/PRC-150) 
3 Days  Multi-Band Radio Planning (AN/PSC-5C, AN/PRC-117) 
1 Day  Handheld Radios (AN/PRC-148 (MBITR), AN/PRC-152) 
3 Days FBCB2  
1 Day Command Post Node (CPN) 
1 Day TIMS, Lower TI, EPLRS 
2 Days ABCS Integration Exercise 
2 Days CAPSTONE Exercise 
1 Day Advanced Technology Briefings 

SIGNAL ILE ELECTIVE 
1 Day Signal Disciplines 

1 Day Roles and Responsibilities of the S6 

1 Day Emerging Doctrine on Signal Support; Roles, 
Functions, and Organization of Signal Agencies and Units  

1 Day NETOPS Duties and Responsibilities  

1 Day Signal Lessons Learned  

2 Days Signal System Capabilities and Limitations 

2 Days Network Design Planning Considerations and 
Leveraging Strategic and Operational Assets at the 
Tactical Level   

Recommendations:  
• Integration of C4I Into ILE 

Core 
• Curriculum 
• Certification Training 
• COR Training 

Lack of S6/G6 and Network 
Specific Training in PMT 

BDE S6 Course & ILE Elective are 
Positive Changes 
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Manning Challenges 

Infantry Company: 131 Authorized, Only 1x 25U 
Infantry BN S6 Section : 25B10 for “LAN Manager” 
Brigade S6: No Slots for Information Assurance 

 
 
 
 
 

Infantry CO MTOE Snapshot 

 
 
 
 
 

Infantry BN S6 MTOE Snapshot 

“Modern armed forces cannot 
conduct high-tempo, effective 
operations without reliable 
information and communication 
networks.” 

-DoD Strategic Guidance 
January, 2012 

 Recommendations:  
• More Network 

Providers 
• Possible Use of ASI 

to Bridge the Gap 
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Take Aways 

Success = Acknowledging the Challenges and 
Preparing for the Events you Can Control 

Constant Coordination is Critical – Know the 
“Players” and Ensure They Know You 

Current Efforts to Improve Integration are Critical to 
C4I Success at the Division and Below 

Emphasize Support Channels and Organizations 
When Preparing an S6 for the Job 

Expose C4I Challenges / Training to Other Branches 
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Observations & Insights 
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Signal Support & NetOps 
(Tactical to Strategic) 

The Problem Set 

Expeditionary Signal Battalions Transformed to 
Support Full Spectrum Operations & Concept of Ops 

Unity of Effort & NetOps Relationships 

Overcoming C5ISR Challenges on the Ground 

Training 

Take Aways 
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The Problem Set 
 The US G6 and J6 for All US Forces in Southern & Western Afghanistan (Budget, Validate IT 

Requirements, Standardize Processes) 

 90 Days to Design, Engineer & Implement a Coalition Network (CENTRIXS-ISAF) and 
Transfer Approved US data to New Coalition Network for Mission Command Applications 
Including Biometrics – Enable US, Special Operations, Interagency and Coalition Forces 

 Design and Implement a Full Motion Video (FMV) and C5ISR Network ‘NOW’ Where FOBs 
Can Send/Receive ISR Locally, Regionally and to US 

 Integrate New Unit Networks (Scaling) for over 30,000 Additional US Forces Across 
Assigned Region, Training Units on Current and New Technologies 

 Engineer, Integrate, Install and Develop NetOps for New Technologies from DARPA, JCS, 
DA, PEOs, Industry and Locally Generated JUONS/ONS (SNAP, SNAP Tropo, DTCS, Harris 117G, 
Go-Books, Harris RF-7800W, Motorola LOS Radio, TS-SCI to the Battalion, PSDS2, HARC, Aerial Layer 
Comms, Large TCFs, Medium TCFs, Mini TCFs, Black Core, GOTS Hub Nodes, Rapid Commercialization 
(T- POPs, fiber rings, MLOS,T-ADNs)    

 Build a Robust Transport Layer - Make Mission Command Applications Work at the Speed 
of Combat 
• Build New FOBs Infrastructure Quickly 
• Go in Expeditiously, Get Us from Phase II to Phase IV ‘NOW’ 

 
2012-03-23T16:30:00Z HTTP://CIOG6.ARMY.MIL 10 



OFFICE OF THE CHIEF INFORMATION OFFICER/G-6 AMERICA’S ARMY: THE STRENGTH OF THE NATION UNCLASSIFIED 

UNCLASSIFIED 

ESB Enhanced Mission Sets 
 ESB Modular Capabilities – Especially to BCT/CAB/SUS S6s and Div Signal Companies 

• Filled Critical WIN-T and IMO Gaps for ‘Have’ and  ‘Have-Not’ Units 
• Created a Consolidated/Integrated ‘One Network’ NetOps Capability (NATO, DISA, NETCOM, FORSCOM, DIA) 
• Created a Regional Signal Maintenance Capability Integrated with CECOM’s ESSC 
• Created Signal Training University – Developing a Multi-Disciplined Soldier with Both Experience & Education 
• Provided Signal Leadership Teach/Coach/Mentor 
• Upgraded Signal Operations to TS-SCI for JWICS Fielding – Built JWICS to the Battalion TOC 

 ESB as a Division G6 / RC (S) and (W) CJ6 NETOPS -  
• Consolidated Signal Company NetOps MTOE Assets into ESB NetOps (Capability Larger than Division G6) 
• Trained and Cross-leveled 25Ss and 25Qs and Integrated Contractors for Area Hub Node Operations  
• Doubled COMSEC Account Personnel and TS Qualifications (Largest Account in OIF/OEF) 
• Greatly Increased Engineers and Enterprise Automations / IA Roles and Responsibilities, Including an IAM 
• Provided Division HQs Support IMOs and Help Desk (HD) Personnel 
• Provided Regional Command TAC w/ WIN-T, Phones, VTCs, Printers, Computers, GBS, FMV, HD Operations, 

Force Protection, and Power 
• Provided Spectrum Manager for RC(S) – US and NATO Requirements 
• Provided RSO&I and SWITCHEX Capability to BCTs and Division HQs  

 ESB as a US Forces (South/Southwest) J6 -  
• Created FOB Commercialization Section – Approval for More than $1B  of Upgrades/Service Contracts 
• Consolidated Cable and Wire Assets - creating a Regional ISP/OSP Cable and Wire Capability 
• Created a J64 Capability via HHC/86 Theater Provided Equipment Property Book and COMSEC Account 
• Created Fielding Plans for BCEL Equipment (117G, 7800W, SNAPs, MICK, TACLANEs, Switches and Routers) 
• Fielded New Technologies to BCTs (CX-I SNAPs, MICKs, 7800W for FMV, 117G  Access Points) 
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Concept of Support 

NETOPS 

Support to  
Joint/Coalition 
Warfighter 

Signal  
Training & 
Sustainment 

Infrastructure 

- Assume Reporting Requirements  
- Assume ASI Responsibilities 
- Assume Engineering Tier 2 
Responsibilities 
- Oversee IA/ND at Tier 2 Level 
- Integrate Opns into Signal Planning 
 
- Deploy Organic Assets as GS 
- Maximize Assets Currently Deployed 
- SNAP Deployment Distribution 
- CENTRIX-ISAF 
- Cross Border Support 
 

- Establish RSC at KAF 
- Provide One-Stop Shopping for 
Signal Support to FOBs/S6s in RC(S) 

- Distribute Services with Tactical 
Solutions (Tactical Fiber, IP Radios, 
HCLOS, etc.) 
- Plan Enduring FOBs 
 

Phase 0 
Shape 

Phase III 
Dominate 

Phase I 
Deter 

Phase II 
Seize Initiative 

Phase IV 
Stabilize 

Phase V 
Enable Civil 
Authority 

86th ESB 

86th ESB 
USFOR- 
A South 

86th ESB, 
USFOR- 
A South, 

335th, 
DISA 

- Establish TOC 
- Conduct MA for Expansion 
- Conduct SwitchEx 

- Learn Projects for RC(S) 
- Conduct MA for Expansion 

- Conduct MA for Expansion 

- Establish TOC 
- Learn all units 
- Learn all projects for RC(S) 
- Conduct MA for expansion 

- Single NOSC Construct w/ Full RNCC Privileges/ 
Rights  
- Transition to a JNOSC / Fusion Center 
- Optimize The Network and increase  
Bandwidth Through Network Mgt 
-Regional COMSEC Management  

- Expand Bandwidth Through Tactical 
& Strategic Assets - CX-I Roll-Out 
- Single Help Desk  
- C4 Support Teams w/ Warfighter 
- G6 Staff Level support   
- Fight the Network  

- Full Warehouse / RSC Concept 
Supported by Datapath, GD,  
CECOM 
-Regional Training Center 
-Regional Signal Maintenance Center 

- Develop TCFs, Fiber Rings 
-Upgrades to Tier1 and Tier0 Services 
-Provide Gap/Tactical  Solutions 
 Until Permanent TCFs are Established  
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Unity of Effort & NETOPS 

 “One Network” Construct in a   
 Coalition – NATO– Integrated (US C4  
 net + AMN net + US ISR net) 
• One Purpose, Mission, Help Desk, Regional Network 

Control Center/Cyber Operations, Methodology 
• Complete Visibility and Operational Awareness 
• Integration = Unity of Effort not Unity of Command 

 Aligned & Responsive to 
 Operational Chain of Command 

 Based on How We fight & Are 
 Task Organized 

 Varied by Phase of Operation/ 
 Flexible/Agile/Responsive at 
 Combat Speed, Integrated into 
 the Campaign & Synchronized 
 w/ COIN Operations   

 Must Meet Cdr’s Service Expectation 
 We are Pushing Well Beyond a Red 

Dot/Green Dot Paradigm  

The Key to a Fully Functioning C5ISR Network is NETOPS 

We Built the Network w/ an Enterprise First Approach 
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Overcoming C5ISR 
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Training on the Ground 

Mobile Training Teams  
  Adobe Connect Classes for IMO to Remote Sites 
  26 Different Subjects Offered  
  Over 3500+ Graduates in First 10 Months  
  Training Conducted for RC (S) & (W) 
  Requests for Training from RC (N), (C) & (E) 
  CompTIA Certification & Pearson Vue Testing Ctr 
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Netted Iridium Basic Net 
PRC 152 Adv Routing 
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 It’s Bandwidth?...NetOps, Leadership, and Training 

 NetOps and Network Integration 
• Unity of Effort = Success 
• Cyber Operations Starting on the Edge 
• Using the Best Set of NetOps Tools 
• Trusting the Enterprise 

 Leadership – Collectively Rising Above the Challenges 
• Our Message is ‘One Network’ 
• Our Soldiers…They are Awesome 
• All Hands in the Huddle 

 Training, Readiness, Authority 
• Home Station and at the CTCs 
• Battalion Commander – Company Commander Relationship 
• Old School (Tailgate Party) and New School (Virtual) Combined 

Take Aways 
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