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PRIVACY IMPACT ASSESSMENT (PIA)
For the

Medals Automation System - SSCMAS
Army Veteran Medals Website

Army Materiel Command (AMC) - TACOM Life Cycle Management Command

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[ (1) Yes, from members of the general public.
[ (@) Yes, from Federal personnel* and/or Federal contractors.

B (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
[ @ No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."

b. If "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If"Yes,” then a PIA is required. Proceed to Section 2.

DD FORM 2930 NOV 2008 Page 1 0of 16



SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[] NewDoD Information System Il New Electronic Collection

|l Existing DoD Information System X Existing Electronic Collection

[ Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol

Router Network (SIPRNET) IT Registry?

X Yes, DITPR Enter DITPR System |dentification Number |3951 (DA04183)

] Yes, SIPRNET Enter SIPRNET Identification Number

] No

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required

by section 53 of Office of Management and Budget (OMB) Circular A-117?

] Yes No

If "Yes," enter UPI

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of

Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN

information should be consistent.

Yes [l No

If "Yes,” enter Privacy Act SORN Identifier A0600-8-104

DoD Compaonent-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  http:/Aivww. defenselink. mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

] Yes

Enter OMB Control Number

Enter Expiration Date

(< No

f. Authority to collect information. A Federal law, Executive Order of the President (EQ), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PII. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“intemnal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

10 U.S.C. 3013, Secretary of the Army; Army Regulation 600-8-104, Military Personnel Information
Management/Records; and E.O. 9397 (SSN) as amended.
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d. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

E-The Medals Automation System serves a dual purpose as it functions as the US Army Veteran Medals web
‘site (www.veteranmedals.army.mil), as well as a web based business application for the Veteran Medals
business process.

'The Medals Automation System is an on-line web-based production system for the submittal and fulfillment
‘of Army veteran award requests. Requests for awards from Army veterans, or their proponent, are
‘submitted to the National Personnel Records Center (NPRC), Army Review Board Agency (ARBA) or the
Human Resources Command (HRC). Approved requests are then submitted to the Integrated Logistics
Support Center (ILSC) for fulfillment (i.e. engraving, assembly and shipment).

'The web form is configured to limit common former paper-based errors and quality control personnel at
NPRC/ARBA/MRC are allowed to review request documents prior to submittal to the ILSC. System
‘functionality also allows for pertinent request information to be included in a letter, sent by NFRC/ARBA/
HRC, to the Army veteran, or their proponent, which will then allow that individual to query the web site for
request status. Submitted requests are then placed in the appropriate queue for processing.

Engravers operate by means of batch processing. Since the engraving machines need to be configured for
‘each different type of medal, it is most productive to engrave a batch of the same medal. This eliminates a
‘formerly manual typing effort, which resulted in a great deal of human error. An inventory module keeps
itrack of inventory levels in a real-time basis. As requests are processed, the inventory ledger is
‘appropriately decremented. As new stock is received, the shipping clerk adjusts the inventory levels upward.
' A supervisor module provides production, inventory and pending work reports, as well as access to all
‘completed and pending requests for various purposes.

'This system has resulted in providing better service to US Army Veterans around the world by providing
‘them with the ability to make inguiries of the Veteran Medals web site regarding when/if there request for
medals has been finalized. Congress and Senate district offices, often proponents for the veteran due to a
‘ceremony or an illness are able to make inquires of the web site regarding their requests. The ILSC, working
‘the production of the medals, are able to plan their workload, increase production and eliminate the manual
paperwork process through the use of this application. In the past, from the time the initial inquiry was made
'with NPRC, the individual veteran, and their families, could wait up to two years just to hear on the status of
‘their request.

| The types of PIl collected permit the correct name to be engraved and where to send the medal when it is
|completed.

(2) Briefly describe the privacy risks associated with the Pll collected and how these risks are
addressed to safeguard privacy.

Aswith any system collecting Pl there there is always the potential for information to be obtained and used
illegally. System mitigates this risk by requiring a user name, a highly secure password, and is transmitted cver a
secure line (HTTPS).

h. With whom will the Pll be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Component.
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Specify. Pll is submitted by DoD Component upon request of a metal. The information
is used internally only and is not provided back to the requesting DoD
Component.

[[] ©Other DoD Components.

Specify.

[] Other Federal Agencies.

Specify.

[[] State and Local Agencies.

Specify.

Contractor (Enter name and describe the language in the contract that safeguards PIl.)

Specify. Contractors are required to comply with DoDD 8570.01 and .01-M.

[[] ©Other (e.g, commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to object to the collection of their PIl?

X Yes [T No

(1) If "Yes," describe method by which individuals can object to the collection of PII.

An individual does not have to apply for their medal.

(2) If "No," state the reason why individuals cannot object.

j- Do individuals have the opportunity to consent to the specific uses of their PIl?

Yes [] No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.
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When an individual volunteers to provide the information for their medal, they are consenting. If they do not
consent, then they are not required to start the process to get their medals.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that

apply.
[<  Privacy Act Statement ] Privacy Advisory
[[] Other ] None
Describe |AUTHORITY: 10 U.S.C. 3013, Secretary of the Army; Army Regulation 600-8-104, Military Personnel
each Information Management/Records; and E.O. 9397 (SSN).
applicable
format. PRINCIPAL PURPOSES: To provide medals and heraldry program an address to mail veterans their

medals and respond to inquiries.

ROUTINE USE: None. The "Blanket Routine Uses" set forth at the beginning of hte Army's
Compilation of Systems of Record Notices also applies to this system.

DISCLOSURE: Voluntary. However, failure to provide all the request information could lead to an

inability to process a request

(Reference: https:/iveteranmedals.army. mil/medalhome. nsf/PrivacyActStatement!
OpenPage&AutoFramed)
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