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PRIVACY IMPACT ASSESSMENT (PIA) 
For the 
SECTION 1:  IS A PIA REQUIRED? 
a. Will this Department of Defense (DoD) information system or electronic collection of information (referred to as an "electronic collection" for the purpose of this form) collect, maintain, use, and/or disseminate PII about members of the public, Federal personnel, contractors or foreign nationals employed at U.S. military facilities internationally?  Choose one option from the choices below.  (Choose (3) for foreign nationals).
* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."  
b.  If  "No," ensure that DITPR or the authoritative database that updates DITPR is annotated for the reason(s) why a PIA is not required.  If the DoD information system or electronic collection is not in DITPR, ensure that the reason(s) are recorded in appropriate documentation.
 
c.  If "Yes," then a PIA is required. Proceed to Section 2.
SECTION 2:  PIA SUMMARY INFORMATION  
a.  Why is this PIA being created or updated?  Choose one:
b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol Router Network (SIPRNET) IT Registry?
Please provide this number
c.  Does this DoD information system have an IT investment Unique Project Identifier (UPI), required by section 53 of Office of Management and Budget (OMB) Circular A-11?
                  If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.
Enter if Applicable and known
d. Does this DoD information system or electronic collection require a  Privacy Act System of Records Notice (SORN)?
Find at : www.defenselink.mil/privacy/notices
A Privacy Act SORN is required if the information system or electronic collection contains information about  U.S. citizens or lawful permanent U.S. residents that is retrieved by name or other unique identifier.  PIA and Privacy Act SORN information should be consistent.
 
 
         DoD Component-assigned designator, not the Federal Register number.  
         Consult the Component Privacy Office for additional information or 
         access DoD Privacy Act SORNs at:   http://www.defenselink.mil/privacy/notices/ 
 
         or 
e.  Does this DoD information system or electronic collection have an OMB Control Number? Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.   
 
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period regardless of form or format.
                    
f.  Authority to collect information.  A Federal law, Executive Order of the President (EO), or DoD requirement must authorize the collection and maintenance of a system of records.
(1)  If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be the same.  
 
(2)  Cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate PII.  (If multiple authorities are cited, provide all that apply.)
 
         (a)  Whenever possible, cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the collection of PII.   
 
         (b)  If a specific statute or EO does not exist, determine if an indirect statutory authority can be cited.  An indirect authority may be cited if the authority requires the operation or administration of a program, the execution of which will require the collection and maintenance of a system of records.  
 
         (c)  DoD Components can use their general statutory grants of authority (“internal housekeeping”) as the primary authority.  The requirement, directive, or instruction implementing the statute within the DoD Component should be identified.   
 
g.  Summary of DoD information system or electronic collection.  Answers to these questions should be consistent with security guidelines for release of information to the public.
(1)  Describe the purpose of this DoD information system or electronic collection and briefly describe the types of personal information about individuals collected in the system.
(2)  Briefly describe the privacy risks associated with the PII collected and how these risks are addressed to safeguard privacy. 
h. With whom will the PII be shared through data exchange, both within your DoD Component and outside your Component (e.g., other DoD Components, Federal Agencies)?   Indicate all that apply.
i.   Do individuals have the opportunity to object to the collection of their PII?
(1)  If "Yes," describe method by which individuals can object to the collection of PII.
(2)  If "No," state the reason why individuals cannot object.
j.  Do individuals have the opportunity to consent to the specific uses of their PII?
(1)  If "Yes," describe the method by which individuals can give or withhold their consent.
(2)  If "No," state the reason why individuals cannot give or withhold their consent.
k. What information is provided to an individual when asked to provide PII data?  Indicate all that apply.
NOTE:
 
Sections 1 and 2 above are to be posted to the Component's Web site.  Posting of these  Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in place to protect privacy.
 
A Component may restrict the publication of Sections 1 and/or 2 if they contain information that would reveal sensitive information or raise security concerns.
SECTION 3:  PIA QUESTIONNAIRE and RISK REVIEW
a. For the questions in subparagraphs 3.a.(1) through 3.a.(5), indicate what PII (a data element alone or in combination that can uniquely identify an individual) will be collected and describe the source, collection method, purpose, and intended use of the PII.
 
(1) What PII will be collected?    Indicate all individual PII or PII groupings that apply below.  
(2) What is the source for the PII collected (e.g., individual, existing DoD information systems, other Federal information systems or databases, commercial systems)? 
(3) How will the information be collected?  Indicate all that apply.
(4)  Why are you collecting the PII selected (e.g., verification, identification, authentication, data matching)?  
 
(5) What is the intended use of the PII collected (e.g., mission-related use, administrative use)?  
b. Does this DoD information system or electronic collection create or derive new PII about individuals through data aggregation?  (See Appendix for data aggregation definition.)
If "Yes," explain what risks are introduced by this data aggregation and how this risk is mitigated.
c.  Who has or will have access to PII in this DoD information system or electronic collection?  Indicate all that apply.
d.  How will the PII be secured? 
(1) Physical controls.  Indicate all that apply.
(2) Technical Controls.  Indicate all that apply.
(3) Administrative Controls.  Indicate all that apply.
e.  Does this DoD information system require certification and accreditation under the DoD Information Assurance Certification and Accreditation Process (DIACAP)?
f. How do information handling practices at each stage of the "information life cycle" (i.e., collection, use, retention, processing, disclosure and destruction) affect individuals' privacy?  
g. For existing DoD information systems or electronic collections, what measures have been put in place to address identified privacy risks?  
h. For new DoD information systems or electronic collections, what measures are planned for implementation to address identified privacy risks? 
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
Prior to the submission of the PIA for review and approval, the PIA must be coordinated by the Program Manager or designee through the Information Assurance Manager and Privacy Representative at the local level.
 
 
 
 
 
 
 
 
 
 
 
Publishing:  
 
Only Sections 1 and 2 of this PIA will be published.  Each DoD Component will maintain a central repository of PIAs on the Component's public Web site.  DoD Components will submit an electronic copy of each approved PIA to the DoD CIO at:  pia@osd.mil.
 
If the PIA document contains information that would reveal sensitive information or raise security concerns,  the DoD Component may restrict the publication of the assessment to include Sections 1 and 2. 
 
APPENDIX
 
  
 
Data Aggregation.  Any process in which information is gathered and expressed in a summary form for purposes such as statistical analysis.  A common aggregation purpose is to compile information about particular groups based on specific variables such as age, profession, or income.
 
DoD Information System.  A set of information resources organized for the collection, storage, processing, maintenance, use, sharing, dissemination, disposition, display, or transmission of information.  Includes automated information system (AIS) applications, enclaves, outsourced information technology (IT)-based processes and platform IT interconnections.  
 
Electronic Collection.  Any collection of information enabled by IT. 
  
Federal Personnel.  Officers and employees of the Government of the United States, members of the uniformed services (including members of the Reserve Components), and individuals entitled to receive immediate or deferred retirement benefits under any retirement program of the United States (including  survivor benefits).  For the purposes of PIAs, DoD dependents are considered members of the general public.
 
Personally Identifiable Information (PII).  Information about an individual that identifies, links, relates or is unique to, or describes him or her (e.g., a social security number; age; marital status; race; salary; home telephone number; other demographic, biometric, personnel, medical, and financial information).  Also, information that can be used to distinguish or trace an individual's identity, such as his or her name; social security number; date and place of birth; mother's maiden name; and biometric records, including any other personal information that is linked or linkable to a specified individual. 
 
Privacy Act Statements.  When an individual is requested to furnish personal information about himself or herself for inclusion in a system of records, providing a Privacy Act statement is required to enable the individual to make an informed decision whether to provide the information requested.  
 
Privacy Advisory.  A notification informing an individual as to why information is being solicited and how such information will be used. If PII is solicited by a DoD Web site (e.g., collected as part of an email feedback/comments feature on a Web site) and the information is not maintained in a Privacy Act system of records, the solicitation of such information triggers the requirement for a privacy advisory (PA). 
 
System of Records Notice (SORN).  Public notice of the existence and character of a group of records under the control of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual. The Privacy Act of 1974 requires this notice to be published in the Federal Register upon establishment or substantive revision of the system, and establishes what information about the system must be included. 
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	Add System Name: Army Managment Staff College-CIS
	Add Component Name: U.S. Army Training and Doctrine Command
	MemsPublic: 
	Federalpersonnel: 
	both: 
	No: 
	NewITSYs: 0
	NewElecColl: 0
	ExistingITSys: 1
	ExistingEleColl: 0
	SigModITSys: 0
	DITPRyes: 0
	DITPRnumber: 2629 (DA76684)
	SIPRNETyes: 0
	SIPRNETnumber: 
	DITPRno: 0
	UPIYes: 
	UPINo: 
	UPInumber: 
	SORNYes: 
	SORNNo: 
	SORNidentifier: A0350-1a TRADOC, A0350-20a, A0380-67 DAMI, A0690-200 DAPE ,  A0710-2b DALO , A0055-355b DALO, and T-7207   
	DateofSubmission: 
	OMBYes: 0
	OMBCollectionNumber: 
	OMBCollectionExpiration: 
	OMBNo: 1
	AuthorityDescription: 10 U.S.C. 3013, Secretary of the Army; Army Regulation 55-355, Defense Traffic Management Regulation; Army Regulation 350-1, Army Training and Leader Development; Army Regulation 350-10, Management of Army Individual Training Requirements and Resources; Army Regulation 380-5, Information Security; Army Regulation 600-8-104, Military Personnel Information Management/Records; Army Regulation 600-20, Army Command Policy; Army Regulation 690-200, General Personnel Provisions; Army Regulation 710-2, Supply Policy Below the National Level; Department of Defense  Directive 5118.5, Defense Finance and Accounting Service; and E.O. 9397 (SSN).
	ActivityPurposeExplanation: The AMSC CIS encompasses the Army institutional training and education system providing soldiers, leaders, and the Army Civilian Corps the key knowledge, skills, and attributes required to operate successfully in any environment.  Institutional training supports every Soldier and Army civilian in the force throughout his or her Army career.  Contributions include pre-commissioning training, initial military training (IMT), professional military (PME) and civilian education, leader development, specialty and functional training, training development, distributed learning (DL), and training support products.The Army Management Staff College (AMSC) Campus Information System (CIS) was implemented as a local area network in 1993 and has subsequently been enhanced to integrate a complex collection of general purpose administrative and academic systems that provide for the collection, processing, storage, and dissemination of Sensitive but Unclassified (SBU) academic and administrative records, including student records, financial, personnel, travel, purchasing, security, property (hand receipts), lodging, emergency contacts.The type of PII collected is personal, financial, educational, employment, and military.
	OverviewDescription: Access to system is restricted to authorized personnel only with sign-on and password authorization.  In order to gain access, users must first authenticate using their user credentials (Army Knowledge Online [AKO] account or CAC).  User credentials are sent to the AKO Lightweight Directory Access Protocol for user validation.  User credentials are challenged against an Oracle database access control list.  Authenticated users are given access to only applications that support their course selection or faculty role.
	SharedWithinComponent: yes
	WhitinComponentName: Army Staff Principals in the chain of command, Department of the Army Inspector General, Army Audit Agency, U.S. Army Criminal Investigation Command, United States Army Intelligence and Security Command (INSCOM), Provost Marshall General.
	OtherDoDComponents: yes
	OtherDoDComponentName: Internal DoD agencies that would obtain access to PII in this system, on request in support of an authorized investigation or audit, may include Department of Defense Inspector General and Defense Criminal Investigation Service.  DOD organizations with a verified need to know may be granted access to records IAW 32 CFR Part 505, appendix D.
	OtherFederalAgencies: no
	OtherFedAgenciesName: 
	StateLocalAgencies: no
	StateLocalAgenciesName: 
	Contractor: 0
	ContractorName: 
	Other: yes
	OtherName: Colleges/universities may receive student transcripts when the student has consented to release their transcript.  Students are notified prior to arrival of our the AMSC privacy agreements.
	ObjectYes: 
	ObjectNo: 
	IfYesMethod: The individual implicitly consents to the capture and use of PII at the time of employment, commissioning, or enlistment in the Department of Defense, at which time, they are provided a privacy advisory.  Individuals have an opportunity to opt out of having their personal address, personal e-mail, personal phone number, and spouse and child names, or portions there of, included on the emergency contact data form.
	IfNoReason: 
	ConsentYes: 
	ConsentNo: 
	ProvidePrivacyActState: Yes
	ProvidePrivacyAdvisory: No
	ProvideOther: No
	ProvidedNone: 0
	InfoProvidedIndividual: Security, Privacy, and Accessibility NoticeThe AMSC Home Page supports the overall mission of the Department of the Army by providing official, timely, and accurate information about AMSC policies, organizations, functions, and operations. Information available on the AMSC Home Page is consistent with DOD and Army policies and The Principles of Information and contains information cleared for public release.Army web site Management Policy (doc)Army Records Management Declassification Agency (Privacy Act, FOIA, etc.)This website and it's content, is provided as a public service by the Army Management Staff College.Information presented on the AMSC Home Page is considered public information and may be distributed or copied unless otherwise specified. Use of appropriate byline/photo/image credits is requested.For site management, information is collected for statistical purposes only. This government computer system uses software programs to create summary statistics, which are used for such purposes as assessing what information is of most and least interest, determining technical design specifications, and identifying system performance or problem areas.For site security purposes and to ensure that this service remains available to all users, this government computer system employs software programs to monitor network traffic to identify unauthorized attempts to upload or change information, or otherwise cause damage.Except for authorized law enforcement investigations, no other attempts are made to identify individual users or their usage habits. Raw data logs are used for no other purposes and are scheduled for regular destruction in accordance with National Archives and Records Administration guidelines.AMSC is committed to ensure all sections of www.amsc.belvoir.army.mil are in compliance with Section 508 standards. If you find something that is not compliant, please contact amsc_webmaster@conus.army.mil.Unauthorized attempts to upload information or change information on this service are strictly prohibited and may be punishable under the Computer Fraud and Abuse Act of 1986 and the National Information Infrastructure Protection Act.Cookie Disclaimer – The AMSC Home Page does not use persistent cookies (persistent tokens that pass information back and forth from the client machine to the server). The AMSC Home Page may use session cookies (tokens that remain active only until you close your browser) in order to make the site easier to use. The Department of Army DOES NOT keep a database of information obtained from these cookies. You can choose not to accept these cookies and still use the site, but it may take you longer to fill out the same information repeatedly and clicking on the banners may not take you to the correct link. Refer to the help information in your browser software for instructions on how to disable cookies.Hyperlinks on the AMSC homepage that point to external sources to include information, products or services contained therein does not constitute endorsement (by the Federal Government, Department of Defense, Department of the Army, or the Army Management Staff College (AMSC)). AMSC does not exercise any editorial control over the information you may find at linked locations nor does AMSC assume any responsibility or liability, for any such links or the accuracy or completeness of any information or service provided by external links. External links are provided to facilitate the sharing of information.
	CollectName: Yes
	CollectOtherName: yes
	CollectSSN: yes
	Specify: yes
	CollectDriversLicense: no
	CollectOtherID: no
	CollectCitizenship: yes
	LegalStatus: no
	CollectGender: yes
	CollectRaceEthnicity: yes
	CollectBirthDate: yes
	CollectMailingBirthPlace: no
	CollectPersonalCellPhone: yes
	Cell,Home,Work,etc: yes
	Cell,Home,Work,etc: yes
	Personal and/or Work: yes
	Personal and/or Work: no
	CollectSecurityClearance: yes
	CollectMotherMaidenName: no
	ie. Medical record #, notes, etc: no
	CollectSpouseInformation: yes
	CollectMaritalStatus: yes
	Birth certificate, death certificate, marriage, etc: no
	CollectChildrenInformation: yes
	ie. account #s, transaction history, PIN, credit card number, etc: yes
	ie. Medical record #, notes, etc: yes
	CollectDisabilityInfo: yes
	CollectLawEnforcementData: yes
	Badge #, pay type, grade, supervisory status, barganing unit, workspace location, : yes
	CollectMilitaryRecords: yes
	CollectEmergencyContact: yes
	Specify: yes
	Specify: no
	Othercollect: 
	NatureSourceDescr: Data entry performed by the individual student, and also existing DOD Systems, i.e., Information Management System - personnel management, Automated Time Attendance and Production System (ATAAPS), Army Training Requirements and Resources System (ATTRS), AMSC Student portal, DCPDS, Civilian Human Resource Training Application System (CHRTAS), and Joint Personnel Adjudication System(JPAS), and all colleges/universities that we have current articulation agreements with.Describe here.
	PaperCollection: 1
	Face2Face: 1
	TelephoneInterview: 1
	Fax: 1
	EmailCollection: 1
	WebCollection: 1
	DataTransferSystem2System: 1
	OtherCollection: 0
	Specify Other: 
	WhyDescr: Information collected is used for verification, authentication, identification, and data matching to ensure records and coordination for services are for the correct individual's academic and administrative records, including student records, financial, personnel, travel, purchasing, security, property (hand receipts), lodging, emergency contacts.
	UseDesc: Mission related use, identification of an individual user; administrative use, creating/maintaining accounts.
	DataAgYes: 
	DataAgNo: 
	YesAggregationExplanation: 
	UserPIIAccess: yes
	DeveloperPIIAccess: yes
	AdminPIIAccess: yes
	ContractorPIIAccess: yes
	OtherPIIAccess: no
	OtherExplanation: If "Other," specify here.
	GuardsPhysical: Yes
	PhysicaCypherLocks: Yes
	PhysicalIDBadges: Yes
	Physicallocks: Yes
	PhysicalKeyCards: Yes
	PhysicalCCTV: No
	Physicallsafes: Yes
	PhysicalOther: 0
	PhysicalOtherExplained: If "Other," specify here.
	TechnicallUserID: Yes
	TechnicalBiometrics: No
	TechnicalPasswords: Yes
	TechnicalFirewall: Yes
	TechnicalIntrusionDetection: Yes
	TechnicalVPN: Yes
	TechnicalEncryption: Yes
	TechnicalDODPKI: Yes
	TechnicalECI: Yes
	TechnicalCAC: 1
	TechnicalOther: No
	TechnicalOtherDescription: AKO user name and password or CAC authentication is required to login, users that do not meet these criteria will be refused access to the system.  Users who have not been registered with the system or who have been deactivated will also be refused access to the system.
	PeriodicAuditds: Yes
	Monitoring: Yes
	LimitedAccess: Yes
	Encryption: Yes
	Backups: No
	OtherAdmin: 0
	AdminOtherDescription: If "Other," specify here.
	CertYes: 1
	ATO: 1
	ATOgranted: 5/31/10
	IATO: 0
	IATOgranted: 
	DATO: 0
	DATOgranted: 
	IATT: 0
	IATTgranted: 
	CertNo: 0
	InfoLifeCycleDescription: Collection: Received via a secure data exchange. Use: By personnel who possess a valid AKO and UID.Retention: Records are kept at the hosting installation.Processing: Via secure means.Disclosure: Information access is only given to individuals with a need-to-know.Destruction: Records kept in the file area until no longer needed for conducting business, then maintained IAW records disposition schedule.Throughout the information lifecycle, information access is only given to individuals with a need-to-know. 
	MeasureMItigateRisks: CAC enabled permission based protection services on all servers and websites.  Systems further protected by Fort Belvoir NEC-DOIM.  There are sufficient technical, administrative, and physical controls in place as mentioned in section 3d to mitigate all known risks.
	newMeasureMItigateRisks: N/A
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