PRIVACY IMPACT ASSESSMENT (PIA)
For the

United States Army Europe (USAREUR) Personnel Database (UPDB)

USAREUR Human Resource Command G1

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[] (1) Yes, from members of the general public.

[

(2) Yes, from Federal personnel* and/or Federal contractors.

X

(3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.

1

(4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

b. If "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If"Yes,” then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[] NewDoD Information System ] New Electronic Collection
< Existing DoD Information System ] Existing Electronic Collection

[ Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol

Router Network (SIPRNET) IT Registry?

[<] Yes, DITPR Enter DITPR System Identification Number |DITPR: 4062 | AITR: DAQ1136

] Yes, SIPRNET Enter SIPRNET Identification Number

] No

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required

by section 53 of Office of Management and Budget (OMB) Circular A-117?

] Yes No

If "Yes," enter UPI

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of

Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN

information should be consistent.

[<] Yes [] No

If "Yes," enter Privacy Act SORN Identifier A0600 USAREUR / AC&00-8-104

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or

access DoD Privacy Act SORNs at:  hitp:/Aivww. defenselink. mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

] Yes

Enter OMB Control Number

Enter Expiration Date

< No

f. Authority to collect information. A Federal law, Executive Order of the President (EQ), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PIl. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“intemal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

10 U.S.C. 3013, Secretary of the Army
Army Regulation 600-8, Military Personnel Management
E.O. 9397 (SSN) , as amended.
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d. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

The USAREUR Personnel Database (UPDB), provides web-based automated tools for cver 4500 registered
end-users in the European Theater, and thousands of Soldiers world-wide in these critical mission areas;
Eurcpean Theater Readiness Management, Reception Center Processing, VIPER Theater Report Tool,
Postal Cperations, Theater Transformation, Command Sponsorship Program, SCFA Processing,
Excepticnal Family Member Program, Family travel, Student Travel, and a number of theater-wide missions
that use the custom data services provided by UPDB; e.g., Central Tasking Branch, 7th Army Training
Command, Community Housing, Community In-processing, and Vehicle Registration.

Theater human resource (HR) managers, who service a large population of Soldiers either in Europe or on
orders to Europe, rely on UPDB automation tools, data, and Web applications to support Theater unique
business processes. Should UPDB fail, HR managers will struggle to meet mission requirements using DA
automation systems (eMILPO, EDAS, TOPMIS | & |I, Web-TAADS, etc) that only partially support Theater
unigue business processes. UPDB must remain a viable system until a future DA HR System implementation
absorbs all critical UPDB functionality, or it has been determined that UPDB functionality is no longer

needed; letting UPDB fail before this critical juncture will result in a significant negative impact on Theater HR
operations.

UPDB collects Soldier Personally identifiable information required to manage Soldier assignments and
Soldier HR functions in the USAREUR Theater.

(2) Briefly describe the privacy risks associated with the PIl collected and how these risks are
addressed to safeguard privacy.

UPDB successfully completed a vigorous and in-depth certification process using the DoD Information
Assurance Certification and Accreditation Process (DIACAP). This process was conducted by the USAREUR
(58, which also performs an annual security review to validate UPDB's Approval to Operate (ATQO). All Pl
data on UPDB systems is managed and maintained in a secure and regulatory compliant manner. Bottom
line - UPDB Systems are safe, secure, and are in compliance with all applicable DoD, DA, and USAREUR
regulations that regulate the operations of Department of the Army Information Systems.

h. With whom will the Pll be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

[<] Within the DoD Component.

Specify. DOA

[[] ©Other DoD Components.

Specify.

[[] ©Other Federal Agencies.

Specify.
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[[] State and Local Agencies.

Specify.

[[] Contractor (Enter name and describe the language in the contract that safeguards PII.)

Specify. I

[[] ©Other (e.g., commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to object to the collection of their PIl?

Yes '] No

(1) If "Yes," describe method by which individuals can object to the collection of PII.

Click through statement that informs user of data collection. User can opt out of data collection but will not
be able to utilize the UPDB system.

(2) If "No," state the reason why individuals cannot object.

j- Do individuals have the opportunity to consent to the specific uses of their PII?

[] Yes [< No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

Pllis FOUO and is disseminated to HR managers with "need to know".
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k. What information is provided to an individual when asked to provide Pll data? Indicate all that
apply.

<] Privacy Act Statement ] Privacy Advisory
[[] Other ] None

Describe |Click through web page with a privacy act statement.
each
applicable |THIS IS A DOD COMPUTER SYSTEM. THIS COMPUTER SYSTEM, INCLUDING ALL RELATED
format. EQUIPMENT, NETWORKS AND NETWORK DEVICES (INCLUDES INTERNET ACCESS) ARE
PROVIDED ONLY FCR AUTHORIZED U.S. GOVERNMENT USE. DOD COMPUTER SYSTEMS
MAY BE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THAT THEIR
USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION
AGAINST UNAUTHORIZED ACCESS AND TO VERIFY SECURITY PROCEDURES,
SURVIVABILITY, AND OPERATIONAL SECURITY. MONITCRING INCLUDES, BUT IS NCT
LIMITED TO, ACTIVE ATTACKS BY AUTHORIZED DOD ENTITIES TO TEST OR VERIFY THE
SECURITY OF THIS SYSTEM. DURING MONITORING, INFORMATION MAY BE EXAMINED,
RECORDED, COPIED, AND USED FOR AUTHORIZED PURPOSES. ALL INFORMATION,
INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM MAY BE
MONITORED. USE OF THIS DCD COMPUTER SYSTEM AUTHORIZED CR UNAUTHORIZED,
CONSTITUTES CONSENT TO MONITORING. UNAUTHORIZED USE OF THIS DCD COMPUTER
SYSTEM MAY SUBJECT YOU TO CRIMINAL PROSECUTION. EVIDENCE OF UNAUTHORIZED
USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL, OR
OTHER ADVERSE ACTICN. USE OF THIS SYSTEM CONSTITUTES CONSENT TO
MONITORING FOR ALL LAWFUL PURPOSES.

NOTE:
Sections 1 and 2 above are to be posted to the Component’'s Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safequards are in

place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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