PRIVACY IMPACT ASSESSMENT (PIA)
For the

AMC Enterprise Portal (AEP)

Army Materiel Command (AMC)

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[] (1) Yes, from members of the general public.

(2) Yes, from Federal personnel* and/or Federal contractors.
[1 (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
1

(4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

b. If "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If"Yes,” then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[] NewDoD Information System Il New Electronic Collection
X Existing DoD Information System ] Existing Electronic Collection
[ Significantly Modified DoD Information

System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

Yes, DITPR Enter DITPR System Identification Number |12351 (DA195580)

] Yes, SIPRNET Enter SIPRNET Identification Number

] No

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-117?

] Yes No

If "Yes," enter UPI

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

Yes [l No

If "Yes," enter Privacy Act SORN Identifier A0025-1 CIO G6; K890.21 DoD

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  hitp:/Aivww. defenselink. mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

] Yes

Enter OMB Control Number

Enter Expiration Date

No

f. Authority to collect information. A Federal law, Executive Order of the President (EQ), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PIl. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“intemal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

10 U.§ C. 3013, Secretary of the Army;

Department of Defense Directive 8500.1, Information Assurance (IA);

DoD Instruction 8500.2, Information Assurance Implementation;

Army Regulation 25-1, Army Knowledge Management and Information Technology;
Army Regulation 25-2, Information Assurance;

E.O. 9397 (SSN), as amended
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d. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

The Army Materiel Command (AMC) Portal uses Microsoft Office SharePoint, to include all services: Portal,
Collaboration,Content Management, Search, Business Intelligence, Business Forms, Excel services, and
Application Development. The purpose of SharePoint is to allow staff a knowledge management application
‘and register users in order to permit collaboration and communications among DoD support personnel.

‘The AMC Enterprise SharePoint Portal will deliver to the Army: unified werk environment that extends the
user’s office productivity and collaboration suites to the Intranet, the ability to rapidly automate both routine
‘and ad hoc business and administrative processes, single point of entry into the Army’s information,
‘services, and subject matter expertise, promote a self service model that enables knowledge capture,
‘discovery, and reuse. The Portal will act as a repository in which DoD personnel will store information
necessary to perform their duties.

‘Capabilities readily available and how we plan to use them: Collaboration and Social Computing: Giving
'soldiers and teams the ability to work better together by using SharePoint as an effective tool to collaborate
‘on and publish documents, maintain task lists, implement workflows, and share information through the use
‘of wikis and blogs.

My Sites and Team Sites provide the AMC workforce the ability to create personal My Site portals as well as
' Team Sites to share information with others and build extended task organized teams. These sites may host
‘applications that collect various types of data.

' These can be personalized to meet the individual or team needs based on the desired user experience and
‘content requirements. These individual and team sites are also a way to “advertise” and become visible to
'the Command; showing who is working on what at an individual and team level.

Enterprise searches can quickly and easily find people, expertise, and content within SharePoint as well as
‘across other applications that have been integrated into the search realm of the SharePoint instance.

Enterprise Content Management is able to create and manage documents, records, and Web content using
‘workflow and information rights management.

Business Intelligence: Allow easy access to critical business information, analyze and view data, and publish
reports to make more informed decisions.

‘Typical data is perscnal information but has the potential to include more based on the content of the

‘collaboration.

(2) Briefly describe the privacy risks associated with the PIl collected and how these risks are
addressed to safeguard privacy.

Every system has the potential for information to become compromised and accessible by individuals without an
official need-to-know, whether through conventional hacking techniques, lost media, or intentionally by an insider.
The system has implemented the latest cyber security safeguards to reduce an outside attack and lower the risk of
lost electronic media. Every individual who has access to the system, with regards to using the entered data, has
undergone a security background review and privacy and security training. Access to the system is controlled by
the Command Access Card.
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h. With whom will the Pll be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

[X Within the DoD Component.

Specify. HQ AMC and subordinate MSC/LCMCs

[< ©Other DoD Components.

Specify. HQ DA, DISA
[[1 ©Other Federal Agencies.

Specify.

[[] State and Local Agencies.

Specify.

Contractor (Enter name and describe the language in the contract that safeguards PIl.)

Specify. - Science Application International Corporation (SAIC)(Administrators) - "Contracting
personnel performing IT sensitive duties are subject to investigative and assignment
requirements IAW AR 25-2, AR 380-67 and affiliated regulations."

- All AMC Support Staff, including all contractors, have a profile on SharePoint.

- Guests (throughout Army) may be contractors invited to join a collaboration group by
a site owner.

[] ©Other (e.g, commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to object to the collection of their PIl?
[] Yes No

(1) If "Yes," describe method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object.

If this is a requirement of their job and related information is needed. This would be an requirement by the
owner of the users information and a Privacy notice or any other related information that is required to notify
the users about their information being requested. There is NO requirement to give any Pll information to
operate on the AMC Enterprise Portal (AEP)
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j- Do individuals have the opportunity to consent to the specific uses of their PII?

Yes [ No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

Pl fields in the user site are opticnal fields that they can share with others if they would like.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that
apply.

[] Privacy Act Statement Privacy Advisory

[X Other ] None

Describe |The AMC Enterprise Portal (AEP) does not ask users or require users to supply any Pll information
each to operate on the system.

applicable | If any Pl information is put on the user site it is at the users discretion as to what they want to share
format. based on permissions given by the individual user.

If any PIl information is requested from their leadership or organization a Privacy Act Statement and
any other required documentation should be supplied to the user before any information is taken. This
information should be stored on a site that that is permission based to be protected.
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