PRIVACY IMPACT ASSESSMENT (PIA)
For the

Person-Event Data Environment (PDE)

Deputy Under Secretary of the Army (DUSA)

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[] (1) Yes, from members of the general public.

[

(2) Yes, from Federal personnel* and/or Federal contractors.

X

(3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.

1

(4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

b. If "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If"Yes,” then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[] NewDoD Information System ] New Electronic Collection
< Existing DoD Information System ] Existing Electronic Collection

[ Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol

Router Network (SIPRNET) IT Registry?

[<] Yes, DITPR Enter DITPR System Identification Number |16640 (DA302487)

] Yes, SIPRNET Enter SIPRNET Identification Number

] No

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required

by section 53 of Office of Management and Budget (OMB) Circular A-117?

] Yes No

If "Yes," enter UPI

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of

Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN

information should be consistent.

[<] Yes [] No

If "Yes," enter Privacy Act SORN Identifier DHA 20 DoD and A0040-5b DASG

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  hitp:/Aivww. defenselink. mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.

DD FORM 2930 NOV 2008

Page 2 0f 18



e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

] Yes

Enter OMB Control Number

Enter Expiration Date

< No

f. Authority to collect information. A Federal law, Executive Order of the President (EQ), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PIl. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“intemal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

10 U.S.C. 136, Under Secretary of Defense for Personnel and Readiness;

10 U.S.C. 8013, Secretary of the Air Force; 10 U.S.C. 5013, Secretary of the Navy;

10 U.&.C. 3013, Secretary of the Army;

10 U.S.C. 3013, Secretary of the Army; DoD Instruction 6490.2E, Comprehensive Health Surveillance;
10 U.S.C. Chapter 55, Medical and Dental Care;

29 C.F.R. Part 1960, Occupational lliness/Injury Reporting Guidelines for Federal Agencies;

42 1J.8.C. 290dd-2, Substance Abuse and Mental Health Services;

45 C.F.R. Parts 160 and 164, Health Insurance Portability and Accountability Act, General Administrative
Requirements and Privacy and Security Rules;

DoD Instruction 1300.18, Personnel Casualty Matters, Policies, and Procedures; Army Regulation 40-66,
Medical Record Administration and Health Care Documentation;

DoD Instruction 6015.23, Delivery of Healthcare at Military Treatment Facilities (MTFs);

DoDD 8490.02, Comprehensive Health Surveillance; AR 600-63, Army Health Promotion, Rapid Action
Revision 20 Sep 09, Paragraph 4-4 Suicide Prevention and Surveillance;

OPNAYV Instruction 1720.4A, Suicide Prevention Program, 5.d, Reporting;

AFIl 44-154, Suicide and Violence Prevention Education and Training;

AFPAM 44-160, The Air Force Suicide Prevention Program, XI, Epidemiological Database and
Surveillance System:;

Army Regulation 195-2, Criminal Investigation Activities;

Army Regulation 600-85, Army Substance Abuse Program;
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Army Regulation 600-8-104, Military Personnel Information Management/Records;
Army Regulation 608-18, The Family Advocacy Program;
E.O. 9397 (SSN), as amended.

d. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

The purpose of PDE is to provide an analysis environment for studies and research requiring de-identified
and encoded data and for hosting applications that require identifiable personnel data.

PDE provides an integrated solution to significantly enhance access to manpower, personnel, medical and
other relevant data. The vision is to move to a self-service and collaborative environment, allowing those who
need such data to retrieve and analyze the data with a minimum of assistance, and give Department of
Defense (DoD) senior leaders timely and actionable information.

PDE includes a project management suite that allows users to define a study, invite team members to join
the study (subject to CAC or Userid/Password authorization), specify data sets from a data cataleg, conduct
the analyses and publish the results with controlled or open availability. The PDE portal encourages data
and idea sharing and moves the analysis and study process closer to the collaborative and self-service
model that produces best results.

Data in PDE will be maintained, transformed, and used in accord with all applicable laws, regulations, and
Department of Defense and Department of Army policies for the protection of human subjects, and policies
for the security of individually-identifiable data. All usersfteams conducting studies in PDE and/or using non-
PHI/PII data derived from PDE must agree that such information will be secured as required by law,
regulation, and Army policy.

In addition to the analysis enclave, the PDE hosts applications that re-identify information for display to
authorized personnel. These applications include Child Related Employment Suitability reviews,
Commander's Risk Reduction Dashboards, and Public Health Command Studies.

The Commander’s Risk Reduction Dashboard - Interim (CRRD-I) will collect individual Soldier data
associated with the following risk factors:

+ Suicide Gestures/Self Harm

+ Accidents/Injuries

+ Suicide attempts

+ Alcohol offenses

+ Drug offenses

+ Crimes against property

+ Crimes against persons

» Domestic abuse

» Child abuse

+ Screened at the Alcohol Substance Abuse Program (ASAP)
= lllicit drug positive tests

* Enrolled in the ASAP

+ Completed suicide

* Readiness Limiting Behavioral Health Profiles
* Financial problems

+ Letters of Reprimand

* Pending medical board

+ Administrative separations pending
+ Family Advocacy Program use

» Courts martial

» Eviction notices

+ Disciplinary actions
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« Absent Without Leave (AWOL)
+ Change in marital status

Specific data elements to be collected for the above risk factors will be detailed in Data Use Agreements
(DUA) duly executed with the data source systems.

Data indicating the Unit Identification Code (UIC) to which Soldiers are assigned, and data indicating the UIC
for which a Commander maintains command authority will be collected.

Names of individuals, as well as Person-Event Data Environment (PDE) assigned identification numbers,
and other user-identifying data, such as organization, Social Security Number (SSN), email address, phone
number, of those having web access to PDE-CRRD-I computer systems and databases, to include dates
and times of access.

(2) Briefly describe the privacy risks associated with the PIl collected and how these risks are
addressed to safeguard privacy.

PDE collects, computer links and transforms protected health information (PHI) and personally identifiable
information (PIl). This includes: financial, personnel, psycho/physiclogical, manpower, medical, behavioral data
sets. PDE has a governance trust model where authorized, trained, and certified PDE group owners have delegated
authority to approve access to team users and authoerized data assets.

The data risks are addressed by restricted areas accessible only to authorized personnel with documented security
clearances. Physical access is controlled by dual access controls, alarm systemn, surveillance system, properly cleared
and trained personnel with approved need-to-know, and computer hardware and software security features.
Records are restricted to designated personnel and protected by a layered architecture and data encryption.
Protection is commensurate with the sensitivity level of the data.

PDE is configured with several enclaves, which separate the Pll and PHI interface datasets (Privacy & Staging
Enclaves) from the data used by project analysts in PDE studies (Analysis Enclave). Analysis Enclave data is
transformed using rules and procedures outlined below.

All datasets have SSN replacement and removal of names, phone numbers, street addresses, and email addresses.
All ranks are converted to rank group, and birth dates are converted to year-month. There will be times when
emergency special case studies will require immediate data integration into the PDE staging enclave.

For PII/HPI compliance, AAG removes or transforms selected data elements for PDE data enclave. Data is
transformed in PDE in accordance with paragraph C8.3 of DeD 6025.18R, DoD Health Information Privacy
Regulation, asa “limited data set”.

The CRRD-l application re-identifies the encoded data in PDE and displays a soldiers first name, last name, and last
four of the SSN on the screen to authorized commanders. Authorized commands access the CRRD-1 application
with a CAC card that is cross referenced with DEERS and an internal SharePoint list to authorize the user to a list of
solider's within the users command.

h. With whom will the Pll be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Component.

Specify. All DoD components (military and civilian) which include but are not limited to
the Army and reserve and National Guard personnel major commands and
components.

Other DoD Components.
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Specify.

Routine;
TBD

Army Commanders who are authorized web access to Person-Event Data
Environment - Commander’s Risk Reduction Dashboard Interim (CRRD-I)
computer systems and AAG system administrators who are authorized
database access for maintenance.

As Requested;

Defense Criminal Investigative Service, Defense Integrated Military Human
Resources System, Defense Manpower Data Center, Defense Security
Service, Department of Veterans Affairs, DoD Inspector General, National
Guard Bureau, Office of the DoD Inspector General, Office of the Secretary of
Defense, Office of the Secretary of Defense Personnel and Readiness.

[] Other Federal Agencies.

Specify.

[[] sState and Local Agencies.

Specify.

[[] Contractor (Enter name and describe the language in the contract that safeguards PI1.)

Specify.

[[] Other (e.g,commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to object to the collection of their PIl?

[l Yes

IX| No

(1) If "Yes," describe method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object.

PLCE.

The individual does not have the ability to object at PDE since this system doesn't collect the initial data
directly. The individual would have to opt out at the source system for their Pl data not to be collected by
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j- Do individuals have the opportunity to consent to the specific uses of their PII?

[l Yes [<I No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

The individual does not control the specific uses of the Pll data once collected into the PDE system. All data
within PDE is captured in other systems of record.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that
apply.

[] Privacy Act Statement ] Privacy Advisory

Other ] None

Describe |PDE does not directly collect PII information from individual users.
each
applicable
format.
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NOTE:

Sections 1 and 2 above are to be posted to the Component’'s Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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