PRIVACY IMPACT ASSESSMENT (PIA)
For the
Staffing Suite (STAFFING SUITE)

Office of the Assistant G-1 for Civilian Personnel

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection" for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[] (1) Yes, from members of the general public.

[

(2) Yes, from Federal personnel* and/or Federal contractors.

X

(3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.

]

(4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."

b. If "No," ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[] New DoD Information System [] New Electronic Collection

Existing DoD Information System ] Existing Electronic Collection

n Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

Yes, DITPR Enter DITPR System Identification Number 4078 (DA06077)

] Yes, SIPRNET Enter SIPRNET Identification Number

[] No

c. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-11?

[] Yes No

If "Yes," enter UPI

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

Yes [T No

If "Yes," enter Privacy Act SORN Identifier A0690-200 DAPE ***(SORN in process of being updated)***

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  http://www.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

[] Yes

Enter OMB Control Number

Enter Expiration Date

No

f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PII. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

5 U.S.C 301, Departmental Regulations; 10 U.S.C 3013, Secretary of the Army, Army Regulation
690-200, General Personnel Provisions; E.O. 9397, as amended (SSN).
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g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

The Staffing Suite applications create and announce open positions, allow applicants to enter their resumes
and to self-nominate themselves, select the best candidate for the open position from the entered resumes,
inform all applicants of their statuses, review the various case files of the hiring process for each processed
position, and maintain all appropriate data on a database. The Staffing Suite System consists of the
following component applications: Vacancy Announcement Builder (VA Builder), Vacancy Announcement
Board (VA Board), Resume Builder & ANSWER (RB & ANSWER), Web Based Referral List (WBRL),
Electronic Case File (ECF), RB Administration (RBA), and CPAC ANSWER.

The type of PII collected pertains to employment, military records, and educational records. This PIl is used
to communicate to applicant the status of their application and to transmit an individual's qualifications to
management officials for hiring purposes, and to perform statistical analysis.

(2) Briefly describe the privacy risks associated with the PII collected and how these risks are
addressed to safeguard privacy.

Safeguards are employed to detect and minimize unauthorized disclosure, modification, and/or destruction of data;
thus we believe the risk to the individual’s privacy to be minimal.

When users establish their resumes, which contain the PII, the users also establish their own passwords that are
used to access and protect their resume information until they submit them.

h. With whom will the PIl be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Component.

Specify. Army personnel community which consists of the Hiring Managers and
Supervisors, Civilian Personnel Operations Centers, the Civilian Personnel
Advisory Centers, Army Civilian Human Resources Agencies and U.S. Army
Garrisons at installations and Headquarters, U.S. Army Installation
Management Command, US Army Equal Employment Opportunity (EEO)
Community, Army Staff Principals in the chain of command, Department of
Army Inspector General, Army Audit Agency, US Army Criminal Investigative
Command, US Army Intelligence and Security Command, Provost Marshal
General and Assistant Secretary of the Army for Financial Management and
Comptroller.

Other DoD Components.

Specify. Internal DoD agencies that would obtain access to PII in this system, on
request in support of an authorized investigation or audit, may include
Department of Defense Inspector General, Defense Manpower Data Center,
Defense Criminal Investigative Service, Under Secretary of Defense for
Personnel & Readiness
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[X] Other Federal Agencies.

Specify.

Office of Personnel Management (OPM)

[[] StateandLo

cal Agencies.

Specify.

Contractor (

Enter name and describe the language in the contract that safeguards PII.)

Specify.

Within our current Performance Work Statement (PWS), Civilian Information Services
Task Order (CISTO) adheres to publications and documents applicable to the
contract. The Contractor shall comply with all applicable privacy documents and
publications and all changes to them that are in effect at contract start date. Local
supplements to any of these publications are also applicable to this contract. The
PWS may set a higher standard of performance than an applicable Army regulation.
The PWS will control over the regulations unless a particular PWS provision is in
direct conflict with the applicable provision of the Army regulation. As outlined within
AR 380-5, Department of the Army Information Security Program, the Computer
Security Act of 1987 established requirements for protection of certain information in
federal Government Automated Information Systems (AlS). This information is
referred to as “sensitive” information, defined in the Act as: “Any information, the loss,
misuse, or unauthorized access to or modification of which could adversely affect the
national interest or the conduct of federal programs, or the privacy to which individuals
are entitled under section 552a of Title 5, USC (the Privacy Act), but which has not
been specifically authorized under criteria established by an Executive Order or an

Act of Congress to be kept secret in the interest of national defense or foreign policy.”

Other (e.g., commercial providers, colleges).

Specify.

U.S. Congress

i. Do individuals h

Yes

ave the opportunity to object to the collection of their PII?

[ No

(1) If"Yes," describe method by which individuals can object to the collection of PII.

Individuals give co

website.

nsent to the collection of their information in identifiable electronic form through the

submission of their resumes via mail, e-mail, Defense Civilian Personnel Data System (DCPDS), and
Resume Builder. A Privacy Act Statement is provided to the individual upon login to the Resume Builder

(2) If "No," state the reason why individuals cannot object.
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j- Do individuals have the opportunity to consent to the specific uses of their PII?

[] Yes No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

There is no provision for limited consent or restricted usage of PIl in the Staffing Suite. The submission of a
resume into the Staffing Suite constitutes voluntary consent to utilize the PII info contained therein.

k. What information is provided to an individual when asked to provide PIl data? Indicate all that
apply.

Privacy Act Statement [] Privacy Advisory

[[] Other [] None

Describe | A Privacy Act Statement is provided to the individual upon login to the Resume Builder website.
each

applicable

format.
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NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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