PRIVACY IMPACT ASSESSMENT (PIA)
For the

RAPIDGate/Rapid-RCx

Department of The Army Directorate of Emergency Services

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defepse (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminpte Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices bglow. (Choose (3) for foreign nationals).

1 (1) Yes, from members of the general public.
[J] (2) Yes, from Federal personngl* and/or Federal contractors.

XI (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
] (4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."

b. If "No,"” ensure that DITPR ¢r the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is rjot required. If the DpD information system or electronic
collection is not in DITPR, ensyre that the reason(s) are recorded in appropriate
documentation.

c. If "Yes,"” then a PIA is requirgd. Proceed to Section 2.

DD FORM 2930 NOV 2008 Page 1 of 17




SECTION 2: PIA SUMMARY [NFORMATION

a. Why is this PIA being created ¢r updated? Choose one:

[C]  New DoD Information System X New Electronic Collection

[]  Existing DoD Information System [ Existing Electronic Collection

N Significantly Modified DoD [nformation
System

b. Is this DoD information systenJLregistered in the DITPR or the DoD Secret Internet Protocol

Router Network (SIPRNET) IT Regjstry?
< Yes, DITPR Enter DITPR System Identification Number |12340-(DA194549)

M Yes, SIPRNET Enter SIHRNET Identification Number

O No

c. Does this DoD information sysfem have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-11?

[l Yes No

If "Yes," enter UPI

If unsure, consult thg Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information systpm or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the infprmation system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that i} retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

< Yes [ No
If "Yes," enter Privacy Act SORN [dentifier A0190-13 OPMG

DoD Component-assigned degignator, not the Federal Register number.
Consult the Component Privagy Office for additional information or
access DoD Privacy Act SORWs at: http://www.defensglink.mil/privacy/notices/

or

Date of submission for approval tq Defense Privacy Offic
Consult the Component Hrivacy Office for this date

o
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e. Does this DoD information sy
Contact the Component Information M

]

This number indicates OMB appr|
regardless of form or format.

Yes

O

Enter OMB Control Number

Enter Expiration Date

No

f. Authority to collect information
requirement must authorize the ¢

(1) If this system has a Privac
SORN should be the same.

(2) Cite the authority for this O

and/or disseminate PIl. (If multiple authorities are cite

(a) Whenever possiblég

pval to collect data from

tem or electronic co

nagement Control Offic

llection have an OMB Control Number?
r or DoD Clearance Officer for this information.

1TO or more members of the public in a 12-month period

A Federal law, Exe

llection and mainten

y Act SORN, the autho

oD information system

, Cite the specific provi

the operation of the system anfl the collection of PII.

(b) If a specific statut

e
be cited. An indirect authority ]ﬁ

a program, the execution of w

(c) DoD Components
housekeeping”) as the primary
statute within the DoD Compor

an use their general s
authority. The require
ent should be identifie

or EO does not exist, d
ay be cited if the auth
ich will require the collgction and maintenance of a system of records.

"

cutive Order of the President (EQ), or DoD
)ance of a system of records.

rities in this PIA and the existing Privacy Act

or electronic collection to collect, use, maintain
d, provide all that apply.)

sions of the statute and/or EQ that authorizes

etermine if an indirect statutory authority can
ority requires the operation or administration of

tutory grants of authority (“internal
ent, directive, or instruction implementing the

j.

(

and E.O. 9397 (SSN), as amen(

10 U.S.C. 3013, Secretary of th¢ Army; Army Regulation

ed

190-13, The Army Physical Security Program

Page 3 of 17




DDF

g. Summary of DoD informati¢n system or electro
urity guidelines for re¢

should be consistent with sec

(1) Describe the purpose of

describe the types of personfl information about in

nic collection. Answers to these questions
elease of information to the public.

his DoD information system or electronic collection and briefly

dividuals collected in the system.

procedures for granting access to

dependents, guests, military retiree
collection of Personally Identifiable
RAPIDGate Information System.

be required to process through the
Vendors who wish to participate reg

Vendor Company’s unique PIN nu
information.

The collected Pl is used to condug
verify their claimed identity; to many

their registered employees and the
adjudications (the statistical reports

the installation’s ability to detect ang
assist in the management of Vendo
Vendor PII for investigative purpose

pursuant to U.S. Department of Def
(DIACAP) encryption controls. The
inside the guard shack/booth at the

The stored DL information is used fd

statistical reports contain no PII). T
investigative purposes.

The United States Army is adding layers of security to its id¢

The services are directed at Vendofs and non-Vendors, i.e.

Vendor participation is voluntary. Hpwever, Army installation

base’s Visitor Center. The Registre}on Station is a sit-down

statistical reports to Army installatiouws on the total number o

Pll is not stored on the handheld deK

rmy installations, throug

and civilian personnel.

entity management and physical access control
h the use of a contract for commercial services.

visitors, active military personnel, military
Features vary, but both services involve the

nformation (PIl) from individuals. All of the PII collected falls within the

s have the authority to identify groups that may

Vendor service due to previously established security risk.

ister at a registration kio

ber. Vendors then input

I background screenings
facture credentials used

sk, called a Registration Station, located at the
station with semi-enclosed sides for privacy. It

contains a keyboard, camera and fifigerprint reader. Vendors begin the registration process by typing in their

the following biographic and biometric

5 (security threat assessments) on individuals to
to verify their identity; to prepare aggregated

otal number of backgro

deter potential threats

U7

ACP.

connected to any government netw
Provider is responsible for collecting
the services. It shares limited Pll col

Army installation associated with thg

The Vendor and Non-Vendor servic}

rk. However, it may util
storing and protecting

Pl collection.

s are furnished by a thir
Service Provider furnishes its own hlardware and software. |

ected from Vendors and

f enrolled Participant Vendor Companies and
nd screening fails, passes and successful

contain no PII); to provide installation security personnel with limited PI|
individuals addressing who has pasped and who has failed the background screenings, thereby enhancing

the security of personnel and property; and to

records and background screenings. The installation may also use

ice. The Pll is stored on the local Guard Station server (Guard Station)
nse Information Assurance Certification and Accreditation Process
Guard Station is housed in a locked metal enclosure, which is housed

r service management and to prepare aggregated statistical reports to
Army installations on the total numtr)ﬁr of non-Vendors who

re recorded as seeking installation entry (the

installation may also use non-Vendor P!l collected from DLs for

d party service provider (Service Provider). The
ts equipment is stand-alone and is not

ze installation telephony services. The Service
PIl. The Service Provider uses the PIl to operate
from non-Vendors (DL holders only) with the

(2) Briefly describe the privad

addressed to safeguard priva

y risks associated wit
Y.

h the Pl coliected and how these risks are

Due to the level of safeguarding, we bg

are in place for the collection, use and

The Vendor Registration Station is own
places its Registration Station at a cony

center is housed by the Service Provid

the data center that contains collected{j

currently provides the installation with

afeguarding of informati

ed, maintained, and cont

rin Portland, Oregon. Th
right of ownership and d

lieve the risk to individua

s’ privacy to be minimal. Appropriate safeguards
DN,

rolled by the Service Provider. The Service Provider

enient location at the installation, typically in the Visitor's Center. However,
ata is not under the diregt physical control of the U.S. Army. The data

s risk is addressed since the Service Provider
al-control to biometric and associated data.
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h. With whom will the Pll be shared through data exchange, both within your DoD Component and
outside your Component (e.g., otjer DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Component.

Specify. The Pl will be $hared within the U.S.|Army, specifically with personnel who
have responsibjlity for identity management, access control, antiterrorism/
force protectior) and law enforcement. This includes all Army components
and major commands which includes| Active Duty, Army Accessions
Command, Arnfly Audit Agency, Army Criminal Investigation Command, Army
Deputy Chief of Staff for Personnel, Army Intelligence and Security
Command, Arnly Medical Department, Army Research Institute, Army
Reserve Comnjand, Army Training and Doctrine Command, Assistant
Secretary of th¢ Army (Financial Management & Comptroller), Department of
the Army Inspeftors General, Provost Marshal General, Army Staff Principals
in the chain of gommand, and Supervisors and their designated human
resources and administrative personnel responsible for processing personnel
actions.

Other DoD Components.

Specify. Department of the Navy, Air Force, Marines, Defense Criminal Investigative
Service, Defenge Finance and Accoupting Service, Defense Manpower Data
Center, Defensf Security Service, National Guard Bureau, Office of the DoD
Inspector Genetal, Office of the Secretary of Defense, Office of the Secretary
of Defense Pergonnel and Readiness, U.S. Military Entrance Processing
Command, the Pepartment of Homeland Security, and any other Component
with express pgrmission from the Army."

X! Other Federal Agencies.

Specify. Office of Personnel Management, Federal Bureau of Investigation,
Department of Yeterans Affairs, Department of Homeland Security,
Department of Justice, Department of Health and Human Services, Federal
law enforcemerjt and confinement/correctional agencies, Department of the
Treasury, the Spcial Security Administration, and any other Federal agencies
with express permission from the Army, including those covered by the "DoD
Blanket Routing Uses" SORN (http://p rivacy.defense.gov/blanket_uses.shtml)"

X] State and Local Agencies.

Specify All state and lodal law enforcement agencies with express permission from the
P "~ |Department of the Army.

[X] Contractor (Enter name and describe the language in the contract that safeguards PII.)

Specify. Pll is collected, uged and stored by the Service Provider. The current Service
Provider is Eid Pgssport, Inc. The Army’s contract with the Service Provider
specifically requirgs the Service Provider to safeguard Pli and to comply with privacy
laws and regulatigns such as the Privacy Act of 1974 and DoD Directive 5400.11 -R,
DoD Privacy Program.
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Other (e.g., commercial proviglers, colleges).

Specify.
screenings.

Vendor Pl is shared with a third-party

service provider to conduct background

Do individuals have the opporfunity to object to the collection of their PII?

X

Yes

(1) If"Yes," describe methog

] No

by which individuals

can object to the collection of PII.

Submission of Pll is strictly voluntan
denied access to the Army base.

y, however, if an individual does not wish to provide their Pl they will be

(2) If "No," state the reason \

vhy individuals cannot

object.

j- Do individuals have the opportynity to consent to the specific uses of their PII?

DDF

X

Yes

[

No

(1) If "Yes," describe the melpod by which individuals can give or withhold their consent.

include collection and use of their in
button and "quit" from the registratio
provide some, but not all, of the indi
service.

Individuals who have a government
their Pl by proceeding with entry pr
depart without entering the Army in

the individual information they are rg

Individuals must read the User Agret

ssues ID (military, CAC

tocol. If they do not ag

allation. They cannot selectively consent to provide some, but not all, of
quired to provide in order to enter the Army installation.

ment, which informs th
ividual information, they
n process. Individuals do not have the right to selectively consent to
idual information they are required to provide in order to register for the -

em that, if they do not agree to all terms, which
should select the "I do not agree to the terms"”

have the opportunity to consent to the use of
ree to the terms, they can exit the entry lane and

(2) If "No," state the reason Why individuals cannot

give or withhold their consent.
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k. What information is provided to

an individual when asked to provide Pll data? Indicate all that

apply.
Privacy Act Statement ] Privacy Advisory
[] Other ] None
Describe |A Privacy Act Statemenfis provided to, and is reguired to be read by, individuals at the time of
each

applicable
format.

NOTE:

Sections 1 and 2 above are to e posted to the Con
Sections indicates that the PIA|
place to protect privacy.

A Component may restrict the
would reveal sensitive informa
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registration. The notice g¢xplains what information is being collected, why it is being collected and

what uses will be made

of the information. The w

is displayed on the Serv
Individuals are required

0
to proceed with registratlzn. Individuals must clic

terms of the User Agree
information fields for the

Individual with governmgnt IDs (military, CAC) in

when they arrive at an A

Each installation is respq
of signage posted consp

ce Provider's registratio
read the User Agreem

ent. After giving this cg
Vendor to type in his/he|
rmy installation ACP ang

nsible for providing a prj
cuously at or near the A

ritten notice is in the form of a User Agreement that
n kiosk screen early in the registration process.

ent in its entirety and to consent to its terms, in orde
k an “l accept” button to affirm their consent to the
nsent, the registration screen displays the

r information.

r

tiate the collection and maintenance of their Pl
| seek entry.

vacy notice. Notice typically is provided in the form
CP.

has been reviewed {

ion or raise security

iponent’s Web site. Posting of these
0 ensure that appropriate safeguards are in

bublication of Sections 1 and/or 2 if they contain information that

concerns.
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