





Enclosure 1
IT Reforms and Accountable Organizations

1. Effective ... nediately, the organizations identified are accountable for implementing
the following information technology (IT) management reforms.

a. Under Secretary of the Army/Chief Mane~2ment Officer (USA/CMO).

1) Ensure that the Business Mission Area (BMA) IT portfolio aligns with the
overarching strategic vision and is optimized with effective and affordable IT solutions.
This includes supporting the Chief Information Officer/G-6 in development of proposed
Program Evaluation Group (PEG) guidance for network capability requirements.

2) Approve all IT enterprise services with the advice of the Business Systems
Information Technology (BSIT) governance forum.

3) Make recommendations to the Secretary of the Army regarding the alignment
of organizational roles, responsibilities and levels of authority to improve each mission
area’s ability to perform effective portfolio management.

b. Assistant Secretary of the Army (Acquisitions, Logistics and Technology)
(ASA(ALT)).

~ 1) Participate in Planning Program Budget Committee (PPBC) resource
information integration reviews and synchronize acquisition in accordance with (IAW)
Enterprise Information Environment Mission Area (EIEMA) requirements and approved
funding.

2) Develop and publish guidance that identifies a buy or build decision early in
the IT acquisition process, based on mission area priorities and requirements for
ma iel and service procurements.

3) Leverage the IT Box model, contained within the Joint Capabilities Integration
and Development System and DoD Instruction 5000.2 guidance, to provide agility and
to streamline IT programs across all mission areas.

4) Expand Army implementation of the business capability life cycle (BCL)
following (or in concert with) DoD Instruction 5000.2 and Directive-Type Memorandum
(DTM) 11-009, Acquisition Policy for Defense Business Systems.

5) Leverage science and technology (S&T) authorities for technology insertion.
6) Leverage the availability of flexible contract vehicles, such as Computer

Hardware, Enterprise Software and Solutions (CHESS) and Common Hardware
Systems (CHS), to reduce licensing costs.
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c. Assistant Secretary of the Army (Financial Management and Comptroller)
(ASA(FM&C)).

1) Establish a temporary inte~-ation subcommittee of the Plannir~ Prc~am
Budget Committee to address network capability integration issues across the rrogram
Execution Groups. The Deputy Chief of Staff, G-8, under the guidance and direction of
ASA(FM&C), will manage this temporary subcommittee, known as the PPBC Resource
Integration ~ oup (RIG). The RIG will be co-chaired by ASA(FM&C), G-8 and G-3/5/7.
The PPBC RIG will function as a collaborative, integrative advisory forum and will meet
as required.

2) Publish i 1 policy and guidance for« > ing, tracking and reporting of
cost and resource use in the EIEMA.

d. Chief Information Officer/G-6.

1) Provide management oversight of and, in partnership with the Deputy Chief
Management Officer (DCMO) and with support from the other organizations specified in
this enclosure, quarterly updates to the Secretary of the Army regardlng execution of
tt IT " n " il "intt" memo “im.

2) Ensure that the EIEMA IT portfolio supports the published LandWarNet 2020
strategy and architecture, and is optimized with effective and affordable IT solutions.

3) Refine the EIEMA requirements validation process to include consideration of
specific organizational needs, e.g., Army Corps of Engineers, Army National Guard,
Army Reserve, Army Medical Command and organizations with executive agent status,
such as the Information Technology Agency (ITA).

4) Implement the Army Request for Information Technology (ARFIT) initiative to
improve visibility and accountability of IT procurement |AW reference c.

5) Publish IT architecture guidance (LandWarNet 2020 End-State Architecture),
enterprise-level rules and technical standards (e.g., Security Reference Architecture).

6) Make recommendations to the Secretary of the Army regarding the alignment
of organizational roles, responsibilities and levels of authority to improve each mission
area’s ability to perform effective portfolio management.

7) Use the Network Integration Evaluation (NIE) process to evalt e cutting-
edge technologies for incorporation into Army programs.
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e. Deputy Chief of Staff, G-3/5/7.

1) Ensure that the Warfighting Mission Area IT portfolio aligns with the
LandWarNet 2020 strate ~“c vision, and is optimized with effective and affordable IT
solutions.

2) Serve as one of the RIG co-chairs.

3) Assist the CIO/G-6 in establishing a clear strategy and responsibilities for all
network capability requirements, to include common IT services, such as help desk, on-
site support, Enterprise Email, etc., across all mission area portfolios.

4) Make recommendations to the Secretary of the Army regarding the alignment
of organizational roles, responsibilities and levels of authority to improve each mission
area’s ability to perform effective portfolio management.

f. Deputy Chief of Staff, G-8. Under the guidance and direction of ASA(FM&C),
manage the temporary PPBC Resource Integration Group. The RIG will be co-chaired
by ASA(FM&C), G-8 and G-3/5/7. The PPBC RIG will function as a collaborative,
integrative *° yforum dwiln 5 qui

g. U.S. Army Training and Doctrine Command (TRADOC).

1) Integrate and synchronize current and future authoritative capabilities
requirement documents, e.g., JCIDS or approved mission area requirements, in
accordance with the LandWarNet 2020 strategy. This will enable agile IT acquisition
strategies, e.g., IT Box construct, to streamline IT acquisitions and keep pace with the
commercial marketplace using a capability set management approach.

2) Provide an architecture development/integration environment for A
Architecture Data, artifacts and views in the Army Capability Architecture Development
and Integration Environment (ArCADIE).

3) Develop a Concept of Operations (CONOPS) document that describes the
current and future planr | functionality of ArCADIE.

4) Develop a TRADOC pamphlet detailing the processes, procedures and
corresponding roles and responsibilities for ArCADIE.

Whenr y, sure that appropriate changes are implemented to
documents during the requirements development process (e.g., IT Box) in order to
assist the acquisition community in providing capability solutions that keep pace with the
latest technologies from the commercial marketplace.
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h. All Army Commands and Organizations.

1) Ensure that new network capability requirements are consistent with the
published | ~hdWarNet 2020 stratc~r and architecture.

2) Coordinate requirements for mission area validation.
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6. Efficiencies. In order to achieve the directed efficiencies, the CIO/G-6 must first set
the conditions to better identify, manage and control costs for Army IT capabilities.
ITMR reforms will achieve this outcome and t p to identify direct recoverable

fic’ ¢

7. Governance Reforms.

a. Problem. Planning, Proaramming, Budgeting and Execution for network
capabilities is de-centralized, w 1 funding spread across more than 101 MDEPs in all
six PEGs. The inherent complexity of the network and the lack of visibility of
requirements and expenditures prevent achieving the single, secure environment
envisioned by LandWarNet 2020 without extraordinary efforts to integrate network
capabilities, requirements, resources and acquisition processes. This enclosure details
the governance reforms necessary to institute the processes essential to reaching
LandWarNet 2020.

b. Reform Initiatives.

1) Establish a cross-MA portfolio management (PfM) process to optimize
r work capability imv  ;tn inef” :tir andal” dak IT uf" 1swith
acceptable level of risk.

2) Establish a governance process for EIEMA network capability requirements.

3) Establish a temporary resource integration subcommittee under the PPBC to
integrate network resources in alignment with EIEMA requirements.

c. Specified Organizational Needs. ITMR recognizes that there are organizations
(Corps of Engineers, MEDCOM, Army National Guard, INSCOM, AMC, etc.) and
functions (civil works, intelligence, USC Title 32, non-appropriated funds, Working
Capital Fund) that receive appropriations not managed by the Army. Additionally,
certain organizations hold executive agent status (e.g., ITA) and provide support to the
Services and DoD activities which entails unique requirements, architecture and
standards. When deemed appropriate via the established EIEMA governance
processes, these organizations will comply with the applicable and relevant Army
network and architecture guidance consistent with higher authorities and directives.
However, because select orgar ations receive a substantial portion of their funding
outside the purview of the Army’s PPBE process, all MAs must develop portfolio
guidance that ensures non-Army-funded network requirements are identified, vetted,
analyzed and consolidated to support organizations with specific needs, consistent with
DoD, federal and state government policies, regulations and law.

d. Overview. The Enterprise Governance Model: The enterprise network
governance model, in Figure 3 below, depicts the new network governance structure,
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3) Organizations must comply with MA requirements approval/validation
processes to compete for POM and budget resources for new network capability.

4) PfM assessments may impact funding decisions for baseline (existing) and
new network capability requirements.

5) Acquisition and flexible procurement strategies will optimize IT procurement
sources or contract vehicles, reduce costs and perhaps limit product procurement
source options while maintaining pace with commercial and technology innovations.

g. EIEMA PfM Process. The CIO/G-6 will expand the EIEMA governance process
to identify, vet and approve total future network domain requirements for computing
infrastructure, common enterprise services, communications and information assurance
across all mission areas. In addition to the responsibilities outlined in paragraph e
above, for network capabilities required to support the WMA and BMA the CIO/G-6 will:

1) Ensure that current and future authoritative capabilities requirement
documents, e.g., JCIDS or approved mission area requirements, comply with published
LandWarNet 2( ) strategy and architectu guidance in order to enable agile IT
acquisition strategies, e.g., IT Box construct, to streamline IT acquisitions and keep
pace with the commercial marketplace using a capability set management approach.

2) Establish a process to assist MAs and other organizations to determine and
estimate the costs of future network capability requirements (demand) related to MA
systems, hardware, software, applications and services that operate on LandWarNet.

3) Work with the other MAs to develop an integrated, prioritized Army network
assessment, proposing resource adjustments and trade-space alternatives based on
the Army’s requirements and other MAs’ priorities and available funding.

4) Incorporate validation of network enterprise services capability requirements
into the BSIT governance process to improve visibility of total services requirements,
leverage existing contracts/licensing agreements, increase standardization and security,
and reduce costs.

5) Develop a process that identifies all network capability requirements, by
organization, to include the specified organizations, early in the requirements approval
process. The objective is to enable the MA leads to plan accurately for the resourcing
and acquisition of network capability requirements and meet the demand forr work
infrastructure. Expand and implement the ARFIT program.
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ii. Upon validation, the requirement is reviewed against applicable business
rules and enterprise-level IT standards to ensure operational effectiveness and to
enable IT efficiencies.

2) Capability Portfolio Reviews. Requirements are addressed within the
applicable MAs (EIEMA, WMA, BMA). Each MA has an architect whose role is to
oversee all architecture activity, to prioritize the development of architectures and to
manage changes to architectures, while supporting development of capabilities and
critical business processes within his/her respective MA. As an example, in addition to
EIEMA responsibilities, the CIO/G-6 is responsible for coordination of enterprise-level IT
(architectures) across the MAs.

3) Integration of Architectures Across MAs. Each MA architecture informs and
constrains the enterprise architecture’s layers, leading to the development of specific
solutions.

i. After the MA architect reviews and approves the requirement, it is
transferred to the appropriate governing body in accordance with the MA process for
solution development.

ii. Solution Architectures are overseen primarily by ASA(ALT), with the
PEO/PM developing the solution or system. The same PEO/PM is responsible for
developing the enterprise system architecture, which will ensure integration of systems
within and across MAs.

iii. Investments that show significant impacts to the network will be reviewed
by the MA architect for whom the capability is being acquired. This review ensures
complianc with appropriate CIO/G-6 IT architecture guidelines and rules.

4) Authoritative Army Architecture Data and Artifacts.

i. The integrated IT architecture and technical standards provide architecture
views and artifacts developed for the BMA and WMA.

i. The BMA and WMA views and artifacts provide input regarding required
capabilities to the EIEMA, which guides development of enterprise network capabilities
for LandWarNet 2020 maturation and transition.

iii. Organizations shall make available, and TRADOC shall maintain, all Army
Archi__sture ¢ and artifacts in ArCADIE. This will facilitate and enhance archi” :ture
data and artifact discoverability and reuse.

d. Way ahead. The following section provides the specific deliverables directed
in this plan and the recommended points of contact and due dates.

11



Enclosure 2
Information Technology Management Reform (ITMR) Impiementation Plan

1) Publish LandWarNet 2020 End-State Architecture in accordance with the
JIE. Lead: CIO/G-6. Assist: G-3/5/7, TRADOC, ASA(ALT) and DCMO. Base
document suspense: NLT 3QFY13.

2) Publish IT architecture rules, to include those listed below. Lead:
ClO/G-6. Assist: G-3/5/7, TRADOC and DCMO. Suspense: NLT 3QFY13.

i. ldentity, credential and identity management (ICAM) reference
architecture. Suspense: NLT 2QFY13.

ii. Thin/Zero Client Reference Architecture. Suspense: NLT 2QFY13.
iii. Unified Capabilities Reference Architecture. Suspense: NLT 3QFY13.
iv. Security Reference Architecture. Suspense: NLT 3QFY13.

v. Maintain change management of IT architecture and technical
standards for the Army. Suspense: on-going/recurring.

3) Pub i1ru  forlIT =<chi u ¢ ¢ it.

i. Publish DA Pamphlet detailing the processes, procedures and
corresponding roles and responsibilities for IT Architecture Development. Lead:
ClO/G-6. Suspense: NLT 3QFY13.

ii. Maintain an Army architecture integration environment (ArCADIE).
Lead: TRADOC. Suspense: ongoing/recurring.

iii. Develop a Concept of Operations (CONOPS) document that descrit s
the current and future planned functionality of ArC/ ~'E. Lead: TRADOC. Suspense:
NLT 3QFY13.

iv. Develop TRADOC Pamphiet detailing the processes, procedures ai
corresponding roles and responsibilities for and within ArCADIE. Lead: TRADOC.
Suspense: NLT 3QFY13.

v. Establish a configuration control team to manage change requests,
such as baseline IT architecture rules and standards, and publish results. Lead:
ClO/G-6. Assist: G-3/5/7, TRADOC, ASA(ALT) and DCMO. Suspense: NLT 3QFY13.
9. Agile IT Acquisition.

a. . .oblem. The evolution of IT capabilities continues at a pace that challenges our

ability to maintain the technical edge on the battlefield. The Army needs a means to

12



Enclosure 2
Information Technology Management Reform (ITMR) Implementation Plan

deliver, procure and incorporate into the network critical, time-sensitive, enterprise IT
products, services and infrastructure better, faster and more cheaply.

b. Reform Initiatives. The Army will continue to make qualitative improvements to
the implementation and execution of recent major reform initiatives and processes
designed to deliver critical, time-sensitive information system and IT capabilities more
efficiently, including the following:

1) Buy or Build: Identify a buy or build decision early in the acquisition process
based on an MA'’s priorities and requirements.

2) IT Box: Provide the Army flexibility in tt  requirements change process for IT
and National Security Systems, allowing changes to be approved at a lower level of
authority and enabling more rapid acquisition of updated capabilities.

3) Network Integration Evaluation (NIE): Enables stakeholders to gather, test
and evaluate new technologies for compatibility with existing systems, reducing testing
times and speeding acquisition.

4) Bt 1 B ity " fe (E ) Imp bility ¢ init 1th  1gh
rigorous business case analysis, and streamlines the acquisition process to 18 months
or fewer for increment or release capabilities.

5) Science " Technology ‘" " T) linl - je: Uti" » current ithorities for technology
insertion, which enables the research and development community to define and
evaluate mature technologies more rapidly for incorporation into Army programs.

6) Joint Information Environment: Nests the Army strategic enterprise network
vision within JIE implementation efforts to align IT policies and processes across DoD.

7) Enterprise-wide contracts: Expands the availability of enterprise-wide contract
vehicles that satisfy customer r work capability requirements.

c. Overview: Reformed Army IT Acquisition Oversight Structure. Keeping pace with
IT capability evolution depends upon the Army’s ability to identify quickly a requirement
and a supporting acquisition strategy to “buy or build,” as shown in Figure 6 below. The
Defense Acquisition Management System and Department of Defense Instructions
5000.01 and 5000.02 support the agile acquisition of IT products and services.
However, process execution and implementation must change to leverage their
potential and capitalize on each MA's guidance/governance bodies.
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