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MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Roles, Responsibilities and Requirements for Army Wireless Local Area
Networks

1. References:
a. Army Regulation 25-2, Information Assurance, 23 March 2009.

b. Army CIO/G-6, SAIS-CB, 2 January 2009, Army Wireless Security Standards
Best Business Practices.

2. This policy memorandum provides interim guidance concerning the roles,
responsibilities and requirements for Army Wireless Local Area Networks until the
updated AR 25-2 is published.

3. The Director, Network Enterprise Center and Information Assurance Managers (IAM)
will monitor wireless activity for vulnerabilities on their networks and will ensure
compliance through monthly wireless assessment scans using the DoD approved
Wireless Discovery Device and mapping tool, Flying Squirrel.

4. Ammy organizations and activities will comply with the requirements in the CIO/G-6
Wireless Security Standards Best Business Practices (BBP). The Flying Squirrel
Concept of Operations is the guide for all wireless assessment scanning.

5. Addendums to the standard Acceptable Use Policy (AUP) will address command
unique or specific policies based on local standards or configurations. Unit
Commanders, Directors, or IAMs must approve the AUP addendums.

6. This interim guidance is effective immediately and will be included in the next
revisions of AR 25-2 and the Wireless Security Standards BBP.
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7. Points of contact: Ms. Carol Assi, carol.m.assi.civ@mail.mil; Mr. William Biggs,
william.e.biggs.civ@mail.mil or Mr. Anthony Scott, anthony.scott10.ctr@mail.mil.

M A' %OJJW)
SUSAN S. LAWRENCE
Lieutenant General, GS

Chief Information Officer/G-6
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