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mber 2008.
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2. Cybersecurity/Information Assurance (CS/IA) incidents cause unacceptable risks
to national security and Army information systems, networks and da They also
significantly impact Army manpower, funds, equipment and operational capability.
To prevent such incidents and enhance the Army’s Cybersecurity posture, we must
change Army culture. | therefore ask all Commanders and leaders to make a
concerted effort to ensure organizational and individual accountability, proper and
secure use of information systems, networks and data, greater Cybersecurity
situational awareness, prompt recognition and mitigation of risks, and more training
and awareness at all levels.

3. Commanders and leaders across the active Army, the Army National Guard and
the U.S. Army Reserve are responsible for ensuring thorough reporting and

L S | in® Hility = 1« spected or confirmed CS/IA incidents. Such
incidents are described in AR 25-2 and include but are not limited to: unauthorized
disclosure of classified information and “spi 1ge”; mishandling of classified or
sensitive information (e.g., Personally Identifiable Information, Protected Health
Information, For Official Use Only); loss of any information system or media
containing classified or sensitive information; and other violations of CS/IA policies
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