Office of the Army Chief Information Officer/G-6

ARMY
NETWORK
CAMPAIGN
PLAN 2020 s BevonD

Implementation Guidance
NEAR-TERM

20152016

Version 1.2

" February 2015

Clo/G-6
ENABLING SUCCESS For Today & Tomorrow

CIOG6.ARMY.MIL



http://www.facebook.com/media/set/?set=pa.109208489109149

UNCLASSIFIED

DISCLAIMER
The use of trade names in this document does not constitute an official endorsement o

approvsal of the use of such commercial hardware or software. Do not cite this documen
the purpose of advertisement.

CHANGES

Refer requests for all changes that affect this document to: Architecture, Operations,

Networks and Space (SAISON), CIO/G-6, ATTN: Mr. Edwin Payne, 107 Army Pentagot
Washington, DC 20310107.

UNCLASSIFIED



UNCLASSIFIED

Executive Summary

Over the last decade, the Army has invested heavily in augmenting and integrating the network’s
operational component capabilities while investments in the enterprise and installation
components have remained relatively stagnant, fostering significant disparities. To enable the
Army of 2020 and Beyond to meet the challenges of the 21% century, it is essential for the Army
to rebalance and unify the network into an end-to-end capability. The Army Network Campaign
Plan (ANCP) — Implementation Guidance, Near-Term frames the planning to support the design,
development and fielding of network capability enhancements.

The Army will synchronize the hardware, applications and services that support both warfighting
and business operations. Using assessments conducted as part of the Army Enterprise Network
portfolio management process', the Army will maintain and modernize the network in fiscal
years (FY) 2015-2016.

This document describes how planned execution initiatives in FY 2015-2016 will enable the
network end states envisioned in the ANCP. The near-term implementation guidance provides
direction and insight to align the development of the Army enterprise, systems of systems and
system architectures with Army network strategy and IT portfolio planning. This document will
set the conditions for the mid-term implementation guidance, which covers capability
modernization and associated activities in FY 2017-2021.

The initiatives being executed during FY 2015-2016 enable network advancements to support
future mission operations and bring the enterprise to the Soldier. Activities are occurring through
programs of record and other initiatives to ensure that the institutional network infrastructure is
proactively modernized to seamlessly integrate with operational network initiatives. Near-term
efforts focus on transitioning Army users from disjointed systems to an enhanced, centralized
service and will return tangible benefits to the user as the Army increases bandwidth, improves
security and deploys enterprise services.

obert S. Ferrell
Lieutenant General
Chief Information Officer/G-6

' The Army Enterprise Network portfolio management process reviews network capabilities on a yearly basis to
determine network gaps needed to support Army strategy. The main outputs of the portfolio management process
are the ANCP near- and mid-term implementation guidance documents.
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Introduction

Building onthemomentum and netwontelated effortof fiscalyear (FY) 2014, CIO/& is
leadingneartermactivities in FY 20182016 to continue modernization necessary to support
Army strategy and mission§he ANCP71 Implementation Guidan¢c@&learTermcaptures the
major activities within the FX5-16 timeframe and sstonditions for theANCPi
ImplementatiorGuidance Mid-Term

Army Network Campaign Plan (ANCP) Construct

The ANCP is comprised of three documetit® Army Network Campaign Plathe ANCPT
Implementation Guidance, Nedermand theANCP1 Implementation Guidan¢®lid-Term

These documents are intended to impact planning activities across the Army. The table below
describes the purpose of each document and the associated timeframes.

ANCP Document Purpose Timeframe
Army Network Campaign Plan 1 Links with relevantArmy and DoD | 2020 and Byond
(ANCP) strategies.

1 Descibes networkrelated end
statesat a highlevel and outlines

Lines of Effort (LOES).
ANCPI1 Implementation Guidance 1 Describes execution activities 20152016
NearTerm within atwo-year timeframe.

1 Reflects acquisition, resource and
Army mission reality.

1 Guides the design and developme
of the next Network Capability Set

ANCPT Implementation Guidancge 1 Focugs onnetwork capabilities. 20172021

Mid-Term . .
Designed to impact resource

planning within Program Objective
Memorandum venues.

Table 1: ANCP Construct

ANCP Near-Term Construct

The ANCPT Implementation Guidang®&learTermis a living document, developed on an
annual basis to reflect the realit@sArmy mission obligations, acquisition planning and
resourcingAligned withthe Army Network Campaign Plait provides the framewortor
networkcapability packagesvhich will be reflected in an annual Institutional Network
ModernizationExecution Orderand detailed information on executitavel activities

The ANCPT Implementation Guidan¢c®earTermis developed by the Army Enterprise

Network (AEN)domains (Network Cap#y, Enterprise Services and Network Operatiand
Security) in coordination with multiple communities of practioeluding functional experts,
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mission area representativesormationtechnology (IT) strategic planners, resource planners
and managersind acquisition experts. The AENmains conduct crossutting analysis,

utilizing multiple data sources that include: Army strategic guidance, senior leader goals and
objectives, current Army mission obligations, the status of Enterprise Informatioro&ment
Mission Area IT investments, acquisition plans and resourcing plans. tNeaid-term

activities, supported through IT investments, will be aligned, managed and trackeghtfive
Lines of Effort

Described below in Figure 1, LOEs link taskffects and conditions to tis¢rategicvision and
end stateandwill help define how individual actionsontribute and combin® achieve the
outcomes desired 2020 andbeyond TheLOEsdepicted below and described in theny
Network Campaign Plaare the current set of priorities for the neadmid terms. NewLOEs
will emerge based on the progress achieved in the execution of thentearidterm
implementation guidance

The goals of the Lines of Effort are outlined below

LOE 171 Optimizethe Signal force to synchronize delivery of future force capabilitied
ensure effective operation and defense of a singléeeadd network by continually assessing
and shaping doctrine, force structumadequipping and training concepts across lbéh
operating and generating forces.

LOE 21 Optimize Defensive Cyber Operations dhepartment of Defense Information
Network (DoDIN)Operationdy continually assessing and shapinbergecurity strategy,
policy, doctrine and resourcing emhance theecurity of the network and information
environment.

LOE 31 Lead and integrate Army strategy, policy and resourtmrigliver a robust and secure
transport and computing infrastructahat will enable assured warfighting and besis
operations

LOE 41 Provide a consistent, ertd-end user experience by developing strategy, policy,
resources and change management for the transition of IT services from local implementations to
enterprise capabilities.

LOE 51 Optimize eneto-endnetwork operatinsby leading the development data and
resource strategiemdpolicies, andan integrated architectute establish common processes
and standardgndsimplify and standardize network operati@magpabilitiesn support of and
integrated with DoDIN Opations
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Figure 1: ANCP Operating Construct

The initiatives being executeduring FY 2018016 enabl@etwork advancements to support
future mission operations and bring #merprise to th&oldier. Activities are occurring through
programs ofecord and other initiatas to ensurtéhattheinstitutionalnetwork infrastructure is
proactively modernizetb seamlessly integrate witdperationalkcapability setefforts (OCS)
Neartermefforts focus on transitioning Army users from disjointed systenas enhanced,
centralized service through the implementationrofied capabilities UC) and tre Common
Operatingenvironment(COE). These changeaill return tangible benefits to the user as the
Army increases bandwidth, improves security and depgaysrprise services.

FY 1516 Activities

AEN domains assess, plan and orchestrate investments within their respective portfolios. The
Network Capacity Domain (NCD) portfolio encompasses network and computing infrastructure;
theEnterprise Services DomaigSD)portfolio encompasses enterprisgel services across the
Army network; andhe Network OperationandSecurity Domain (NSD) portfolio encompasses
cybersecurityand network operationas depicted in Figur Activities, logically grouped as
primary andsupportingefforts, span the three AENbmains from an IT investment planning and
management perspective and are guided through implementationliyHse
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Figure 2: Army IT Portfolio Management Construct

The AEN domainefforts retain complex relationships, which are critical to reaching desired end
states in th@eartermtimeframeto provide the necessary alignment to allownkevork to
eventually achieve end states in the amd longterm. Primaryefforts are criticalto enabling
thenetwork to achieve either end states inribartermor to set conditions for modernization in
follow-on years, e.gFY 17-21. While still importantsupportingefforts enablgrimary efforts,
bolster planned initiatives aleliver forecasted efficiencies. Primary augportingefforts may
occur only within a specific AEMomain ot due to interdependencigaay span multiple AEN
domains to achieve a common goal and benefihgteork Details associated with individual
activities are covered in depthAppendiced through 3and are summarized below.

FY 15-16 Primary Efforts

The subsections below descrifitwork activities, responsible supporting domains and expected
benefits for tle following primary efforts:

1 Common Operating Environme(@OE)

Unified CapabilitieUC)

Operational Component Modernization

Infrastructure Modernization & Network Consolidation

Cyber Attack Surface Reduction

Structure Authorized Hosting Environments

Organize and Advance Mobility

Information Security Continuous Monitoring

Enhance Cyber Situational Awarenesd eyeraging Big Data Analytics
Refining theRole of Cyber Workforce

= =4 4 4 -4 8 - -2

=

Common Operating Environment

The COE is an approved set of computing tealbgies and standards that enable secure and
interoperable applications to be rapidly developed and executed across a variety of computing
environmentsComputingenvironments (CEs) are logical groupings of systems with similar
characteristics used twganize the COEdatacentertloud/generatingorce,commandpost,

mounted mobile/lhandheld sensor, andeattime/safetycritical/embedded)A CE comprises the

1C
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